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
7KHUHZDVDKXJHDGYDQFHLQWKHODVWVHYHQGHFDGHVLQLQIRUPDWLRQWHFKQRORJ\)URPWKH
WLPH WKH ILUVW 7XULQJ FRPSOHWH FRPSXWHU ZDV PDGH E\ .RQUDG =XVH LQ  DQG WKH
EXLOGLQJRI(1,$&WKHILUVWUHDOO\XQLYHUVDOFRPSXWHULQLQIRUPDWLRQVHFXULW\KDVEHHQ
FRQWLQXRXVO\SDUWRI LQIRUPDWLRQ WHFKQRORJ\ .RSHF]L ,Q WKHEHJLQQLQJ LQIRUPDWLRQ
VHFXULW\KDGDVPDOOIRFXVEXWLWKDVEHHQG\QDPLFDOO\ZLGHQHG
:H VKRXOG UHPDUN WKDW FRPSXWHUV KDYH EHHQ SURFHVVLQJ VHQVLWLYH GDWD IURP WKHLU HDUO\
DSSOLFDWLRQ IRUH[DPSOH(1,$&ZDVXVHG WRVROYHPDWKHPDWLFDOSUREOHPV UHJDUGLQJ86
PLOLWDU\ RSHUDWLRQV OLNH WKH FDOFXODWLRQ RI DUWLOOHU\ ILULQJ WDEOHV ,Q WKHVH GD\V SK\VLFDO
VHFXULW\ PHDVXUHV ZHUH HQRXJK WR SUHYHQW XQDXWKRUL]HG DFFHVV 7KH JHQHUDO XVH RI
FRPSXWHU WHFKQRORJ\ EHJDQZLWK WKH LPSOHPHQWDWLRQ RIPXOWLXVHUPDLQIUDPH FRPSXWHUV
IURP WKH VPRVWO\ E\ ,%0 'XH WR WKH IDFW WKDWPXOWLSOH XVHUV ZHUH DFFHVVLQJ WKH
PDLQIUDPHV\VWHPVORJLFDODFFHVVFRQWUROPHDVXUHVKDGWREHLPSOHPHQWHG8QLYHUVLWLHV
ZHUH WKH SOD\JURXQGV IRU KDFNHUV ZKR ZHUH WHVWLQJ WKH ERXQGDULHV RI WKRVH V\VWHPV
6RRQ LQWHUFRQQHFWLQJ RI VWDQGDORQH FRPSXWHUV EHFDPH D XVXDO VROXWLRQ WR LQFUHDVH
HIILFLHQF\DQGFROODERUDWLRQV$FFRUGLQJWR.LWDSWKHILUVWSRLQWWRSRLQW33
56 VHULDO FDEOHEDVHG FRQQHFWLRQV ZHUH LQHIILFLHQW WKXV WKH $GYDQFHG 5HVHDUFK
3URMHFWV $JHQF\ $53$ VWDUWHG WKH µ,QWHUJDODFWLF 1HWZRUN¶ LQLWLDWLYH WR XVH WKH H[LVWLQJ
WHOH[ WHOHFRPPXQLFDWLRQ QHWZRUN IRU FRPSXWHU FRPPXQLFDWLRQ LQ  /DWHU WKH
$53$1(7QHWZRUNZDVVWDUWHGE\$53$LQZKLFKFRQQHFWHG8QLYHUVLW\RI&DOLIRUQLD
/RV $QJHOHV 8&/$ 6WDQIRUG 5HVHDUFK ,QVWLWXWH
V $XJPHQWDWLRQ 5HVHDUFK &HQWHU
8QLYHUVLW\RI&DOLIRUQLD6DQWD%DUEDUD8&6%DQG8QLYHUVLW\RI8WDK
V&RPSXWHU6FLHQFH
'HSDUWPHQW LQ WKH EHJLQQLQJ EXW ODWHU LW ZDV EURDGHQHG DQG DURXQG  LWV QDPH
FKDQJHGWR,QWHUQHW1HWZRUNLQJWHFKQRORJLHVKDVLJQLWHGWKHGHYHORSPHQWRIDQHZEUDQFK
RI LQIRUPDWLRQ VHFXULW\ QHWZRUN VHFXULW\ 1HWZRUN VHFXULW\ GHDOV ZLWK SKHQRPHQD OLNH
HDYHVGURSSLQJ DQG PDQLQWKHPLGGOH DWWDFNV DQG DW WKH VDPH WLPH WKH LPSRUWDQFH RI
FU\SWRJUDSKLFPHDVXUHVKDVEHFRPHPRUHLPSRUWDQWWKDQLQWKHFDVHRIWKHGHIHQFHRIDQ
XQFRQQHFWHG FRPSXWHU 5HFHQWO\ ZLWK WKH XVDJH RI PRELOH RU SRUWDEOH FRPSXWHUV
QRWHERRNVPRELOH SKRQHV VPDUWSKRQHV DQG WDEOHWV DQG HVSHFLDOO\ZLWK EULQJ \RXU RZQ
GHYLFH%<2'SKHQRPHQRQWKHLQWHJUDWLRQDQGVHFXUHFRQQHFWLRQHJ931WRSURWHFWHG
QHWZRUNV DQG VHFXULW\ RI GDWD RQ WKHPRYH KDYH EHFRPHQHZ LVVXHV&ORXG FRPSXWLQJ
WHFKQRORJLHV VRRWKHG VRPH SUREOHPV RI UHOLDELOLW\ DQG EXVLQHVV FRQWLQXLW\ ZKLOH DW WKH
VDPHWLPHFORXGVDOVRJHQHUDWHGQHZLVVXHV LQRXWVRXUFLQJVHFXULW\GDWDSRUWDELOLW\DQG
VHJUHJDWLRQ
7KHF\EHUVSDFHDZKROHYLUWXDOZRUOGKDVHPHUJHGRQ WKHEDVLVRI WKHVH WHFKQRORJLHV
'HVSLWHRILWVYLUWXDOSURSHUWLHVWKHUHDOZRUOGFULPHVRFFXULQWKLVYLUWXDOZRUOGZLWKPRUHRU
OHVVWKHVDPHV\PSWRPVDVLQWKHUHDOOLIH&ULPLQRORJLVWVDQGODZ\HUVFDQGLVSXWHWKDWWKH
SHUSHWUDWLRQ RI FHUWDLQ FULPHV LQ WKH YLUWXDO ZRUOG DQG UHDO ZRUOG GLIIHUV RU QRW EXW WKH
PHWKRGRISURWHFWLRQDQGVHFXULW\WHFKQRORJ\XQDQLPRXVO\GLIIHUVIURPWKHUHDOZRUOGFULPH

SUHYHQWLRQ EHFDXVH \RX GRQ¶W KDYH WR VHW XS $&/V RU ILUHZDOO UXOHV LQ WKH UHDO OLIH
,QIRUPDWLRQ VHFXULW\ DOVR DEVRUEV HOHPHQWV IURP WKH WUDGLWLRQDO VHFXULW\ DUHDV VXFK DV
PLOLWDU\GHIHQFHEXUJODUDODUPV\VWHPVRUILUHSUHYHQWLRQEXWLWDOVRKDVQHZDWWULEXWHV
1HZ,7WHFKQRORJLHVDUHDSSHDULQJHDFK\HDU/RWRIWKHPDUHFDXVLQJQHZSUREOHPVDQG
RSHQQHZYXOQHUDELOLWLHVZKLFKVKRXOGEHVROYHGE\ LQIRUPDWLRQVHFXULW\7KLV LV LQ IDFWD
PDMRU VHFXULW\ SURIHVVLRQDO SUREOHP ,QIRUPDWLRQ VHFXULW\ VROXWLRQV DUH DOZD\V IROORZLQJ
FRQWUROV E\ QDWXUH EHFDXVH WKHUH LV D QDWXUDO GHOD\ EHWZHHQ WKH LPSOHPHQWDWLRQ RI WKH
QHZWHFKQRORJ\DQGWKHLPSOHPHQWDWLRQRIWKHHIIHFWLYHDQGDGHTXDWHVHFXULW\FRQWURO2QH
RI WKH PDLQ UHDVRQV LV WKDW DW WKH WLPH RI GHYHORSPHQW WKH GHYHORSHUV ILQG RXW VRPH
VHFXULW\ LVVXHV DQG LPSOHPHQW VRPH VHFXULW\ FRQWUROV DJDLQVW WKHP EXWPRUH SUREOHPV
DQGYXOQHUDELOLWLHVDUHYLVLEOHDIWHUZDUGVZKHQWKHSURGXFW LVDW WKHXVHU¶VSUHPLVHVDQG
KDFNHUVVWDUWFKDOOHQJLQJV\VWHPV$WWKLVSRLQWZHKDYHWR LPSOHPHQWDOZD\VQHZHUDQG
QHZHU FRQWUROV WRSURWHFW V\VWHPV7KLV LV DQHYHUHQGLQJ VWRU\ZKLFKQHHGV FRQWLQXRXV
VHFXULW\XSGDWHDQGDZDUHQHVV
,QWHQVLYH LPSURYHPHQW RI WHFKQRORJ\ KLJK EXVLQHVV GHPDQGV DQG ORZ WLPHWRPDUNHW
WLPHVLQKLELWDSSOLFDWLRQGHYHORSPHQW LQGXVWU\WRHQKDQFHVHFXULW\FRQWUROVZLWKWKHVDPH
VSHHG DV IXQFWLRQDO IHDWXUHV VR VHFXULW\ RI QHWZRUNEDVHG DFWLYLWLHV GLG QRW UHDFK
DFFHSWDEOH VHFXULW\ OHYHO (J LPSURYHPHQW DQG OHJDO DSSOLFDWLRQ RI SXEOLF NH\
FU\SWRJUDSK\ DQG VWURQJ VHFUHW NH\ DOJRULWKPV JDYH ZD\ WR FRPSXWHU XVHUV IRU VHFXUH
FRPPXQLFDWLRQV EXW GHILFLHQFLHV RI HQFU\SWHG WUDQVPLVVLRQ SURWRFROV DSSHDULQJ
FRQWLQXRXVO\ 6HFXULW\ RI FRPSXWHU KDUGZDUH HOHPHQWV FRPSXWHU V\VWHPV RU QHWZRUNV
GHSHQGV RQ WKH IXOO KDUGZDUH DQG VRIWZDUH DUFKLWHFWXUH DQG WKH HQYLURQPHQW WKXV WKH
ZHDNHVWOLQNGHWHUPLQHVWKHVHFXULW\OHYHORIWKHRYHUDOOV\VWHP
,Q WKRVHHDUO\GHFDGHVRI ,7KLVWRU\ WKHVHFXULW\SURIHVVLRQIRXJKWIRU OHJLWLPDF\RIF\EHU
VHFXULW\ DQG DWWHQWLRQ RI KLJK OHYHO PDQDJHPHQW ZKLFK QRW UHDOO\ XQGHUVWRRG WKH
LPSRUWDQFHRIWKLVILHOG7KHTXHVWLRQQRZDWWKHEHJLQQLQJRIWKHWZHQW\ILUVWFHQWXU\LVQRW
WKH ZK\ EXW WKH KRZ DQG WKH KRZ PXFK LQ LQIRUPDWLRQ VHFXULW\ ,Q WKH SULYDWH VHFWRU
HVSHFLDOO\ LQ WLPHV RI HFRQRPLF FULVLV FRVW FRQVWUDLQWV FDQ EH VHYHUH DQG ZH FDQQRW
LPDJLQH DQ\ FRPSXOVRU\ H[SHQGLWXUH IURP ZKLFK PDQDJHUV GRQ¶W ZDQW WR FXW RII
0DQDJHPHQW¶V REMHFWLYH LV WR LQYHVW XVXDOO\ PLQLPDO UHVRXUFH RQ ,7 VHFXULW\ HOHPHQWV
V\VWHPVDQGQHWZRUNV*RDOVIRUFLWL]HQVVKDUHKROGHUVVWDNHKROGHUVDQGWKHJRYHUQPHQW
DUH WRHVWDEOLVKDQGPDLQWDLQDGHTXDWH LQIRUPDWLRQVHFXULW\ OHYHO:HILQGHYHU\GD\ WKDW
WKHGHFUHDVH LQ,7EXGJHW LPSOLHVPRUHGHFUHDVH LQVHFXULW\EXGJHWVDWFRPSDQLHV$OVR
KRPHFRPSXWHUXVHUVRIWHQGRQ¶W LQVWDOOPLQLPXPSUHYHQWLRQVVXFKDVIUHHVHFXULW\WRROV
2EYLRXVO\ WKLV FDQ KDSSHQ EHFDXVH RI PDQ\ UHDVRQV IRU H[DPSOH ODFN RI H[SHULHQFH
WHFKQLFDONQRZOHGJH LQIRUPDWLRQPRQH\RU LQWHUHVW%XWWKHPRVW LPSRUWDQW LV WKDWPRVW
XVHUVGRQ¶WGUDZHQRXJKDWWHQWLRQWRWKLVDUHDGHVSLWHRIWKHIDFWWKDWODWHUWKH\PLJKWEH
OLDEOHIRUFRQVHTXHQFHV%\WKHUHJXODWRU¶VSRLQWRIYLHZHYHU\WKLQJFDQEHLPSURYHGDQG
 
6HH%($67+HDUWEOHHG)5($.RUVLPLODU66/7/6DWWDFNV

WKHPDLQJRDO LV WR UHDFKSHUIHFWLRQ LQ WKHDUHD7KHUHIRUH WKH ILHOGRI LQIRUPDWLRQ
VHFXULW\ DOVR GHDOV ZLWK WKH JHQHUDO SUREOHP RI VHFXULW\ DZDUHQHVV DV GHWDLOHG LQ
6]DGHF]N\
7KHDLPRIWKLVZRUNLVWRILQGRXWLIULVNDVVHVVPHQWWHFKQLTXHVDUHXVHIXOWRVXSSRUWWKH
DERYHPHQWLRQHGVHFXULW\GHFLVLRQVRUQRW6HFXULW\ ULVNVRI LPSOHPHQWLQJDFORXGEDVHG
WHFKQRORJ\KDVEHHQDQDO\VHGIURPWKHRUHWLFDQGSUDFWLFDOYLHZV$VPDOOFRPSDQ\ZKLFK
LV XVLQJ FORXG VHUYLFHV DFWLYHO\ OHW WKH DXWKRU WRPDNH D ILHOG UHVHDUFK DQG GR WKH ULVN
DVVHVVPHQWVLQOLYHHQYLURQPHQWWKXVDQDO\VLQJEXVLQHVVGULYHUVRILQIRUPDWLRQVHFXULW\
 

 7KHFORXGSKHQRPHQRQ

1RZDGD\V EXVLQHVVHV IDFH PXOWLSOH LVVXHV UHJDUGLQJ QHZ SKHQRPHQD OLNH FORXG
FRPSXWLQJ%HFDXVHRILWVPDMRULPSDFWRQEXVLQHVVHVQRZDGD\VLWZLOOEHDQDO\VHGLQWKLV
FKDSWHU
7KH LQQRYDWLRQ RI ,&7 VHUYLFHV UXQV SDUDOOHO ZLWK WKH GHYHORSPHQW RI FRPSXWHUV DQG
QHWZRUNV DV GHWDLOHG LQ 6]DGHF]N\  ³,Q WKH UHDOP RI LQIRUPDWLRQ V\VWHPV ,6
RXWVRXUFLQJ LQYROYHVPDNLQJ DUUDQJHPHQWV ZLWK DQ H[WHUQDO SDUW\ IRU WKH SDUWLDO RU WRWDO
SURYLVLRQ RI WKHPDQDJHPHQW DQG RSHUDWLRQ RI DQ RUJDQL]DWLRQ¶V LQIRUPDWLRQ WHFKQRORJ\
,7 DVVHWVRU DFWLYLWLHV´ GH6i6RDUHV HW DO S 7KHRXWVRXUFLQJRI FHUWDLQ
VHUYLFHVVWDUWHGIURPZKHQ+5RVV3HURWHVWDEOLVKHGWKHFRPSDQ\FDOOHG(OHFWURQLF
'DWD6\VWHPV('6WKHDQFHVWRURIWKHRXWVRXUFLQJEXVLQHVV7KHFRPSDQ\VSHFLDOL]HG
LQSHUIRUPLQJWKH,7RSHUDWLRQDOWDVNVZKLFKWKHLUFOLHQWVGLGQRWZDQWWRSHUIRUPZLWKLQWKHLU
RUJDQLVDWLRQ7KHUHZHUHRQO\D IHZH[SHUWVDYDLODEOHRQ WKH86PDUNHWDW WKDW WLPHVR
RXWVRXUFLQJ VROYHG WKH SUREOHP RI ODFN RI SHUVRQQHO WRR 7KH VWDQGDUGLVDWLRQ RI RIILFH
ZRUNVWDWLRQV DQG FHQWUDO VRIWZDUH PDQDJHPHQW FDQ EH SURYLGHG LQ DQ RXWVRXUFLQJ
FRQWUDFW7KHVHUYLFHVXSSOLHUFDQWDNHRYHUWKHRSHUDWLRQRIWKHVHUYHUVDQGFDQHYHQUXQ
WKHVHUYLFHVRQEHKDOIRI WKHFOLHQW WRJHWKHUZLWK WKHVHUYLFHVRIRWKHUFOLHQWVRQ LWVRZQ
KDUGZDUH ,Q VXFK D FDVH WKH VHUYLFH SURYLGHU VKDOO JXDUDQWHH WKH VHFXUH VHSDUDWLRQ RI
WKRVHVHUYLFHV7KHPRVWLPSRUWDQWHOHPHQWRIDQRXWVRXUFLQJFRQWUDFWIURPWHFKQLFDOVLGH
LV WR LQFOXGH D 6HUYLFH OHYHO $JUHHPHQW 6/$ ZKLFK VWLSXODWHV DOO HVVHQWLDO WHUPV DQG
FRQGLWLRQV DYDLODELOLW\ UDWLR WLPH WR UHSDLU DQG UHFRYHU\ WLPH WR UHVSRQG SHQDOWLHV
UHZDUGV HWF 7KH SUHFLVH WUDFNLQJ RI 6/$ LQGLFDWRUV LV UHTXLUHG WR VHH WKH ULVN RI DQ
RXWVRXUFLQJSURMHFW,6$&$S
2XWVRXUFLQJ WKH VHFRQGDU\ VXSSOHPHQWDU\ WDVNV KDV D JUHDW EXVLQHVV LPSRUWDQFH ,Q
+XQJDU\0$7È9 WKHZLUHG WHOHSKRQHVHUYLFHSURYLGHUDOVRRXWVRXUFHG LWV ,7RSHUDWLRQDO
DFWLYLW\WR('6LQWKHµVDQGLWLVVWLOORXWVRXUFHGZLWKLQWKHJURXS$FFRUGLQJWR5DFVNR
PDQDJHPHQW LQIRUPDWLRQV\VWHPVZKLFKHQVXUH LQIRUPDWLRQ IRUGHFLVLRQPDNLQJ LQ
DQ DGHTXDWH IRUPZHUH XVHG IURP  LQ+XQJDU\ 'DWD VWRUHV IRU DVVLVWLQJ GHFLVLRQ
PDNLQJ ZHUH FUHDWHG LQ  DQG GDWD PLQLQJ DOVR VWDUWHG WKHVH WLPHV ,QWHJUDWHG
EXVLQHVVPDQDJHPHQWV\VWHPVDSSHDUHGDWWKHHQGRIWKHV&XVWRPHU5HODWLRQVKLS
0DQDJHPHQW&50V\VWHPVEHFDPHZLGHVSUHDGLQDQGWKHVHWLPHVHOHFWURQLFUHWDLO
WUDGH $PD]RQH%D\DQGZHEVKRSVVWDUWHG IORXULVKLQJ7KH\KDYH WKHRUGHUHGJRRGV
GHOLYHUHG E\ FRXULHU VHUYLFHV 6RFLDO QHWZRUNV OLNH ZLZKX  IDFHERRNFRP 
DQGWZLWWHUFRPDSSHDUHG
2XWVRXUFLQJ ,7VHUYLFHV VORZHGGRZQDQGFDPH WRDKDOW LQ WKH ILUVW GHFDGHRI WKHQHZ
PLOOHQQLXPGXH WR WKHFKHDS ,7GHYLFHVDQG WKHJUHDWQXPEHURIZHOOWUDLQHG ,7H[SHUWV
 
,QIRUPDWLRQDQG&RPPXQLFDWLRQ7HFKQRORJ\

'XULQJ WKH SDVW GHFDGH D QHZ ZD\ RI RXWVRXUFLQJ HPHUJHG ,W FKDQJHG LQWR VHUYLFH
RSWLPL]DWLRQ DQG KXJH PXOWLQDWLRQDO ,7 VHUYLFH SURYLGHUV VWDUWHG WR RIIHU WKHLU VHUYLFHV
ZKLFK FDQ UHSODFH PRVW RI WKH LQKRXVH ,7 VHUYLFHV RSHUDWHG DW WKH SUHPLVHV RI RWKHU
RUJDQLVDWLRQV7KDWVHUYLFHZDVSURYLGHGIURPDFRPSXWLQJFORXG7KHQDPHFRPHVIURP
WKH LFRQ XVHG LQ ,7 LQ ZKLFK D FORXG VWDQGV IRU QHWZRUNV ZKRVH LQQHU VWUXFWXUH LV QRW
LPSRUWDQWRQO\WKHLQSXWDQGRXWSXWKDVDQ\LPSRUWDQFH
$VUHJDUGVWRWKHWHFKQLFDOSDUWWKHFRUQHUVWRQHRIWKHVHUYLFHLVYLUWXDOL]DWLRQZKLFKKDV
EHHQ RQ WKH PDUNHW IRU D GHFDGH EXW JDLQHG UHDO VLJQLILFDQFH DQG EHFRPH UHDOO\
ZLGHVSUHDGRQO\ LQ WKHUHFHQW\HDUV ,QYLUWXDOL]DWLRQRQHRUPRUHYLUWXDOV\VWHPVJXHVW
DUH UXQQLQJ RQ RQH RU PRUH SK\VLFDO V\VWHPV KRVW 7KH KDUGZDUH UXQQLQJ WKH YLUWXDO
V\VWHPLVDVWDQGDUGLVHGILFWLYHV\VWHPEXWREWDLQVLWVUHVRXUFHVIURPWKHKRVWV\VWHP,QD
YLUWXDOL]HG V\VWHP WKH UHVRXUFHV RI WKH KRVW V\VWHP FDQ EH DOORFDWHG DPRQJ WKH JXHVW
V\VWHPV DQ\KRZ 9LUWXDO V\VWHPV DUH VXSHUYLVHG E\ WKH K\SHUYLVRU WKH VXUYHLOODQFH
SURJUDPPH:LWKYLUWXDOL]DWLRQFRPSOHWHV\VWHPVFDQEHFUHDWHGDOVRZLWKYLUWXDOQHWZRUN
HOHPHQWV ,QWKLVZD\IRUH[DPSOHILYHVHUYHUVVHSDUDWHGE\ILUHZDOOVPD\EHUXQQLQJRQ
WKUHHSK\VLFDOPDFKLQHVZKLOHSURFHVVRUWLPHDQG5$0PHPRU\DUHJUDQWHGGHSHQGLQJRQ
QHHGV,WLVKDUGWRNQRZWKDWZKLFKSK\VLFDOKRVWLVXVHGE\DJLYHQJXHVWVHUYHU,WFDQEH
GHWHUPLQHGRQO\ZLWKWKHKHOSRIWKHK\SHUYLVRUEXWLWDOVRPD\UXQRQDOOWKHWKUHHKRVWV
'HVSLWH WKHEDVLFVDUHFRPPRQFORXGFRPSXWLQJGLIIHUV IURPYLUWXDOL]DWLRQ$FFRUGLQJ WR
1,67 E\ GHILQLWLRQ WKH FORXG VHUYLFHV KDYH ILYH HVVHQWLDO FKDUDFWHULVWLFV YLUWXDOL]HG
FRPSXWLQJ UHVRXUFHSRRO EURDGQHWZRUNDFFHVV UDSLGHODVWLFLW\ RQGHPDQGVHOIVHUYLFH
DQGPHDVXUHGVHUYLFH7KHVHIHDWXUHVPDNHWKHGLIIHUHQFHIURPFODVVLFDOVHUYHUEDVHGRQ
OLQHVHUYLFHSURYLVLRQ
7KHUH DUH IRXU GHSOR\PHQW PRGHOV RI FORXG FRPSXWLQJ SXEOLF FORXG FRPPXQLW\ FORXG
SULYDWHFORXGDQGK\EULGFORXG3XEOLFFORXGVDUHWKHPRVWZHOONQRZQWKHVHDUHVHUYLFHV
RSHQWRWKHSXEOLFXVHQRPDWWHULIWKH\DUHIUHHRUSD\LQJVHUYLFHV$FRPPXQLW\FORXGLV
UXQE\DVPDOOHUJURXSRILQGLYLGXDOVRUFRPSDQLHVZLWKUHVWULFWHGDFFHVV7KLVLVFORVHUWR
WKHSULYDWHFORXG$SULYDWHFORXGLVDFORXGVHUYLFHRIDQLQVWLWXWLRQRUFRPSDQ\IRULQWHUQDO
XVH,QWKLVFDVHWKHDERYHPHQWLRQHGILYHHVVHQWLDOIHDWXUHVVKDOOEHDOVRPHW$V0HQVH
HWDOSRLQWVWRWKDWWKHVHFXULW\IHDWXUHVRIDSULYDWHFORXGLVKLJKO\GLIIHUHQWZHFDQ
DFKLHYHPXFKKLJKHUVHFXULW\OHYHOZLWKWKDWWKDQWKHSXEOLFRQH+RZHYHULWV&$3(;QHHG
LVHQRUPRXVO\KLJK6RLWGRHVQRWSURYLGHWKHILQDQFLDOIHDWXUHVRIWKHSXEOLFFORXGVWKLVLV
ZK\WKHPDMRULW\RIWKHFRPSDQLHVGHFLGHWRXVHSXEOLFFORXGV+\EULGFORXGLVDPL[WXUHRI
WKH RWKHU WKUHH PRGHOV :KHQ , XVH WKH WHUP µFORXG¶ ODWHU RQ , WKLQN RI SXEOLF FORXG
VHUYLFHV

 
1DWLRQDO,QVWLWXWHRI6WDQGDUGVDQG7HFKQRORJ\


)LJXUH1,679LVXDO0RGHORI&ORXG&RPSXWLQJGHILQLWLRQ
&ORXG VHUYLFHV FDQ EH FODVVLILHG DFFRUGLQJ WR WKH VHUYLFHPRGHO (DFK VHUYLFHPRGHO LV
FDOOHG;DD6±VRPHWKLQJDVDVHUYLFH7KHPRVWLPSRUWDQWDUHLQIUDVWUXFWXUHDVDVHUYLFH
,DD6SODWIRUPDVDVHUYLFH3DD6DQGVRIWZDUHDVDVHUYLFH6DD6,QDGGLWLRQWRWKRVH
WKUHHPDMRUFDWHJRULHVWKHUHDUHRWKHUIRUPV OLNHGHYHORSPHQWDVDVHUYLFH'DD6XVHG
E\6DOHVIRUFH,QWKHFDVHRI,DD6VHUYLFHPRGHOWKHVXSSOLHUSURYLGHVDYLUWXDOKDUGZDUH
HQYLURQPHQWIRUWKHFOLHQW7KLVLQFOXGHVDYLUWXDOV\VWHPZLWKVWRUDJHVSDFHDQGQHWZRUN
LQIUDVWUXFWXUH RSHUDWHG E\ WKH VXSSOLHU 7KH RSHUDWLQJ V\VWHP DQG WKH SURJUDPV DUH
LQVWDOOHGDQGPDLQWDLQHGE\WKHFOLHQW,QWKHFDVHRISODWIRUPDVDVHUYLFHWKHVFRSHRIWKH
VXSHUYLVLRQRIWKHVXSSOLHULVEURDGHULWSURYLGHVWKHRSHUDWLQJV\VWHPDGDWDEDVHVRPH
DSSOLFDWLRQVDQGGHYHORSPHQWWRROVLQDGGLWLRQWRWKHYLUWXDOV\VWHP7KHFOLHQWLQVWDOOVDQG
VXSHUYLVHVDSSOLFDWLRQVDQGXSORDGVGDWD ,Q WKHFDVHRI6DD6 WKHVXSSOLHUSURYLGHVDOO
HOHPHQWVRIWKHHQYLURQPHQWVRWKHFOLHQWKDVDFFHVVWRWKHIXQFWLRQDOLW\RIWKHVRIWZDUH
7KHHQYLURQPHQW LVXVXDOO\DFFHVVHGZLWKD WKLQFOLHQW ZHEEURZVHU7KHXVHUXSORDGV
GDWDDQGVKHLVUHVSRQVLEOHRQO\IRUWKHP7KHXVHUPD\XVHFHUWDLQRQOLQHDSSOLFDWLRQV
OLNHZRUGSURFHVVRUVVSUHDGVKHHWVRWKHURIILFHDSSOLFDWLRQVDQGDQ\VSHFLDOVRIWZDUHRU
&50V\VWHPV7KHVHUYLFHIHHPD\EHFDOFXODWHGRQWKHEDVLVRIWKHQXPEHURIDFFHVVHV
RUXVDJHWLPHEXWLQHLWKHUFDVHWKHFOLHQWSD\VRQO\IRUWKHDFWXDOXVH
1RZDGD\V QXPHURXV FRQYHQWLRQDO RXWVRXUFLQJ RU VHUYHUEDVHG VHUYLFH SURYLGHU FODLPV
WKDWKH LVSURYLGLQJDFORXGVHUYLFHGHVSLWHRIWKDW WKH\GRQ¶WPHHWWKHDERYHPHQWLRQHG
PLQLPXP UHTXLUHPHQWV DV $YUDP  S  HPSKDVL]HV 7KLV LV DFWXDOO\ D
PLVUHSUHVHQWDWLRQDQGDEUHDFKRIFRQWUDFW
 
1,67

1RZDGD\VPRUHDQGPRUHSXEOLFFORXGVHUYLFHVZLWKEURDGVFRSHDUHDYDLODEOH*RRJOH
RIIHUVRIILFHDSSOLFDWLRQV$PD]RQ5DFNVSDFH+RVWLQJ<DKRRDQG0LFURVRIWRIIHUYLUWXDO
PDFKLQHV6DOHVIRUFHSURYLGHVDQDSSOLFDWLRQ&50V\VWHP*RRJOHDQG=RKRDOORIWKHVH
*RRJOHSURYLGHVD6DD6VHUYLFHXQGHU WKHQDPH*RRJOH$SSV ,Q*PDLO IRU%XVLQHVVD
EXVLQHVV HPDLO V\VWHP FDQ EH FUHDWHG IRU ZKLFK *% GLVF VSDFH VSDP ILOWHULQJ DQG
 DYDLODELOLW\ LV SURYLGHG ,W DOORZV XVLQJ D FRPPRQ FRPSDQ\ZLGH FDOHQGDU
VFKHGXOLQJ HYHQWV VKDULQJ FDOHQGDUV DQG V\QFKURQL]LQJ WKH FRQWHQWV RI VXFK FDOHQGDUV
ZLWK WKH FDOHQGDUV RI GHVNWRS DQG PRELOH GHYLFHV *RRJOH $SSV IRU :RUN LQFOXGHV
GRFXPHQWPDQDJHPHQW WH[W ILOHVVSUHDGVKHHWVDQGSUHVHQWDWLRQVFDQEHXSORDGHGDQG
HGLWHG&RPSDQ\HPDLOJURXSVFDQEHFUHDWHGFRQWHQWVFDQEHVKDUHGDQGDUFKLYHGDQG
DOO FRQWHQWV FDQ HDVLO\ EH UHWULHYHG:HEVLWHV FDQ EH FUHDWHG ZLWK WKH FRPSDQ\¶V RZQ
GRPDLQQDPH VHFXUH FRQQHFWLRQVDQGVHSDUDWH VLWHV FDQEHHVWDEOLVKHG WKXV FRPSDQ\
LQWUDQHWFDQEHUHSODFHGZLWKWKLVVHUYLFH,QWHUQDOYLGHRVKDULQJLVDOVRSRVVLEOH7KHIHHRI
WKH VHUYLFH LV TXLWH UHDVRQDEOH SHUXVHUSHU \HDU ,W LV IDU FKHDSHU IRU60(V WKDQ
PDLQWDLQLQJVXFKLQIUDVWUXFWXUHDQGVHUYLFHVIURPWKHLURZQVRXUFHV%HVLGHVDVVLVWDQFHLV
DYDLODEOHRQ WKHSKRQHDQGYLDHPDLO*XDUDQWHHGDYDLODELOLW\PHDQVHLJKWKRXUVRI
VHUYLFH LQWHUUXSWLRQ SHU \HDU:HEEDVHG FXVWRPHU VHUYLFH LV SURYLGHG RQ D VHOIVHUYLFH
EDVLV WKURXJK DQ HQFU\SWHG FKDQQHO 7KH ILOWHULQJ RI XQZDQWHG HPDLOV VSDPV FDQ EH
LQGLYLGXDOO\FXVWRPL]HG*RRJOH&ORXG3ODWIRUPLVDQ,DD6DQG3DD6VHUYLFHLQFOXGLQJWKH
IROORZLQJ HOHPHQWV +RVWLQJ  &RPSXWH $SS (QJLQH &RPSXWH (QJLQH &ORXG 6WRUDJH
&ORXG'DWDVWRUH&ORXG64/%LJ'DWD%LJ4XHU\&ORXG(QGSRLQWV6HUYLFH7UDQVODWH$3,
DQG3UHGLFWLRQ$3,
$QRWKHUVRIWZDUHDVDVHUYLFH6DD6SURYLGHULV6DOHVIRUFH,WRIIHUVYDULRXVDSSOLFDWLRQV
WR EXVLQHVVHV VXFK DV VRIWZDUH DXWRPDWLQJ VDOHV DQG PDQDJLQJ FXVWRPHU UHODWLRQVKLS
&50 DQG WRROV SHUIRUPLQJ FXVWRPHU VHUYLFH DQG VXSSRUW 7KH XVH RI WKH VRIWZDUH
GHYHORSPHQW WRRO IRUFHFRP VWDUWV IURP XVHUPRQWK DQG DQ\ DSSOLFDWLRQ XVLQJ WKH
DERYHVHUYLFHVFDQEHGHYHORSHGE\WKLVWRROVXFKDVGDWDSURFHVVLQJSURFHVVVXSSRUWLQJ
DQG EXVLQHVV LQWHOOLJHQFH DSSOLFDWLRQV ,WV ORZ IHH HQDEOHV VPDOOHU RUJDQLVDWLRQV WR XVH
KLJKOHYHOWRROVIRUGHYHORSLQJWKHLUDSSOLFDWLRQV$YDLODEOHDSSOLFDWLRQVLQFOXGHIRUH[DPSOH
GHEWPDQDJHPHQWKXPDQUHVRXUFHPDQDJHPHQW WLPHPDQDJHPHQWDQG IRRG LQJUHGLHQW
PDQDJHPHQW$JUHDWDGYDQWDJHRI WKLVSULFLQJ LV WKDWGHYHORSPHQWFRVWVFDQEHGLUHFWO\
DVVLJQHGWRWKHGLIIHUHQWRUJDQLVDWLRQDOXQLWV,QWKLVZD\LWFDQEHFRXQWHGKRZPXFKWKH
SDUWLFXODUGHSDUWPHQWVVSHQWDQGKRZPDQ\WLPHXQLWVFDQIXUWKHUEHDVVLJQHGWRWKHP
 
6HH*RRJOH$SSVIRUFRPSDQLHVKWWSZZZJRRJOHFRPLQWOKXHQWHUSULVHDSSVEXVLQHVV>
@
KWWSVFORXGJRRJOHFRP>@
6HH6DOHVIRUFHFRPKWWSZZZVDOHVIRUFHFRP>@

7KHWKLUGSURYLGHULQRXUH[DPSOHLV$PD]RQZKLFKSURYLGHVLQIUDVWUXFWXUHXQGHUWKHEUDQG
QDPH$PD]RQ(ODVWLF&RPSXWH&ORXG(&DQGQRWVHUYLFHRUSODWIRUP7KLVSUDFWLFDOO\
PHDQVWKDWDYLUWXDOPDFKLQHFDQEHXVHGIRUDIHHZKLFKLQFOXGHVDFRPSXWLQJFDSDFLW\
5$0 FDSDFLW\ DQG KDUG GLVN VWRUH VSDFH 7KLV HQYLURQPHQW FDQ EH XVHG ZLWK YDULRXV
RSHUDWLQJ V\VWHPV DQG RWKHU V\VWHP OHYHO DSSOLFDWLRQV VXFK DV GDWDEDVHV DSSOLFDWLRQ
GHYHORSPHQW WRROVDQGDXWKHQWLFDWLRQPDQDJHPHQW2ZQYLUWXDOJXHVWHQYLURQPHQWVFDQ
DOVR EH XSORDGHG ,QYRLFLQJ IRU WKH VHUYLFH LV EDVHG RQ WKH UHVRXUFH XVDJH&RPSXWLQJ
SHUIRUPDQFHLVPHDVXUHGLQ(&FRPSXWHXQLWV7KHVHUYLFHFDQEHWULHGIRUIUHHIRURQH
\HDUZLWKDEDVLF5HG+DWRU686(/,18;RU:LQGRZV6HUYHUSDFNDJH7KHSULFHRIWKH
VHUYLFHVUDQJHVIURPWRSHUKRXULQWKH(XURSHDQUHJLRQ
$QRWKHUZHOONQRZQSURYLGHULV0LFURVRIWZKLFKRIIHUVDQLQIUDVWUXFWXUHRUD1(7SODWIRUP
DVDVHUYLFHXQGHUWKHEUDQGQDPH:LQGRZV$]XUH,WFDQUXQDQ\:LQGRZVDSSOLFDWLRQ
RQ SUDFWLFDOO\ DQ\ SODWIRUP 7KH JXDUDQWHHG PRUH FRUUHFWO\ WKH VWDWHG DYDLODELOLW\ LV
 3ULFHV DUH EDVLFDOO\ FDOFXODWHG VLPLODUO\ WR $PD]RQ 7KH SULFH LQ WKH:HVWHUQ
(XURSHDQUHJLRQUDQJHVIURPWRZLWK2UDFOH'DWDEDVH((SHUKRXU2Q
0LFURVRIW¶V KRPHSDJH WKHUH LV D FDOFXODWRU IRU GHWHUPLQLQJ WKH WRWDO FRVW RI RZQHUVKLS
7&2RI WKH$]XUHVHUYLFHVIRUDSHULRGRI WKUHH\HDUVDQG LW FDQEHFRPSDUHGZLWK WKH
FRVWRIWKHV\VWHPVRSHUDWHGRQWKHSUHPLVHVRIWKHEXVLQHVV1RWVXUSULVLQJO\WKH$]XUH
LVWKHZLQQHULQWKHFDOFXODWLRQV
6LPLODUO\ WRSXEOLFXWLOLW\ VHUYLFHVFORXGVHUYLFHVDUHJHQHUDOO\FKHDSHU WKDQ WKHV\VWHPV
RSHUDWHGDW WKHSDUWLFXODUFRPSDQ\HYHQLI LWDFWXDOXVHHQWDLOVKLJKHUFRVWVIRUDGHILQLWH
WLPH SHULRG '\QDPLF UHVRXUFH DOORFDWLRQ LV DOZD\V IDYRXUDEOH WKDQ SODQQLQJ EDVHG RQ
SUHGLFWLRQ,IWKHSUHGLFWLRQLVQRWDFFXUDWHHQRXJKWKHUHVRXUFHLVVLPSO\ZDVWHG7KHWRWDO
FRVWRIWKHVHUYLFHLVWKHVXPRIWKHYDULRXVSDUWLDOFRVWV7KHUHVRXUFHQHHGVDUHVXPPHG
XSDQGLQWKLVZD\WKHRWKHUZLVHIOXFWXDWLQJWHQGHQF\RIXVHLVOHYHOOHGXS'XHWRWKHKXJH
FRPSXWLQJFDSDFLW\LQWKHFORXGLW LVEHWWHUSURWHFWHGDJDLQVWGLIIHUHQWGLVWULEXWHGDWWDFNV
3DUDOOHOSURFHVVLQJFDQVXEVWDQWLDOO\DFFHOHUDWHEXVLQHVVLQWHOOLJHQFH%,DSSOLFDWLRQV$V
WKH UHVRXUFHV DUH DOORFDWHG WR GLIIHUHQW SUHPLVHV WKH V\VWHP LV PRUH UHOLDEOH DQG OHVV
YXOQHUDEOH WR QDWXUDO GLVDVWHUV DV RSSRVHG WR WKH FRPSDQ\¶V GDWD FHQWUH ZKLFK LV
JHQHUDOO\ ORFDWHG RQ WKH SUHPLVHV RI WKH FRPSDQ\ WKH GDWD FHQWUHV RI WKH FORXG DUH
HVWDEOLVKHGDWRSWLPDOSODFHVIRUHQHUJ\DQGWHOHFRPPXQLFDWLRQFRQQHFWLRQV
*DUWQHUDQDGYLVRU\FRPSDQ\DFWLQJRQWKHPDUNHWRI ,7SURGXFWVDQGVHUYLFHVZKLFK LV
IDPRXVIRULWVWHFKQLFDOSUHGLFWLRQVSUHSDUHVWKHH[SHFWHGOLIHF\FOHFXUYHRIWHFKQRORJLHV
LQ  )LJXUH *DUWQHU +\SH &\FOH IRU (PHUJLQJ 7HFKQRORJLHV  &ORXG DSSOLFDWLRQV
KDYHFRPPDQGHGDJUHDWLQWHUHVWVLQFHWKDQWKH\QHDUO\UHDFKHGWKHSHDNLQ
 
6HH$PD]RQ(ODVWLF&RPSXWH&ORXGKWWSDZVDPD]RQFRPHF>@
)UDQNIXUWSULFHVDWKWWSDZVDPD]RQFRPHFSULFLQJ>@
6HH:LQGRZV$]XUHKWWSZZZZLQGRZVD]XUHFRP>@
KWWSD]XUHPLFURVRIWFRPKXKXSULFLQJGHWDLOVYLUWXDOPDFKLQHV>@

DQGQRZDOPRVWKLWWKHJURXQGLQ7KH\DUHSUHGLFWHGWREHFRPHIXOO\ULSHZLWKLQWZR
WRILYH\HDUV7KHQH[WVLPLODUDUHDZLOOEHWKHFUHDWLRQRISXEOLFFORXGV

)LJXUH*DUWQHU+\SH&\FOHIRU(PHUJLQJ7HFKQRORJLHV

2QHRIWKHDGYDQWDJHVRIFORXGVHUYLFHVLVWKDWLQUHWXUQIRUDUHODWLYHO\ORZIHH\RXJHWD
ZHOO VFDODEOHV\VWHPZKLFKFDQHDVLO\EHFRQILJXUHGZLWKVKDUHG UHVRXUFHVDQGQHWZRUN
RSHUDWLRQ ,Q UHVSHFWRIFORXGVHUYLFHVEHLQJERXQG WRDVHUYLFHSURYLGHU UHSUHVHQWV WKH
XWPRVWVHFXULW\FKDOOHQJHDFFRUGLQJWR&DWWHGGX	+RJEHQ7KLVPHDQVWKDW WKH
V\VWHPVDQGDSSOLFDWLRQVFXUUHQWO\GHSOR\HGLQWKHFORXGDUHQRWIROORZLQJVWDQGDUGVDQG
GRQRWDOORZ IRUSHUPHDELOLW\RQ WKHVPDOOPDUNHW:KLOH LPSRUWLQJGDWD WR WKHVHUYLFH LV
HDV\DQGVXSSRUWHGE\WKHSURYLGHUH[SRUWLQJGDWDLVH[WUHPHO\LUNVRPHDQGLVVRPHWLPHV
GHOLEHUDWHO\ PDGH GLIILFXOW E\ SURYLGHUV RQFH WKH VHUYLFH LV FDQFHOOHG $ IXUWKHU VSHFLDO
SUREOHPLVWKDWLQWKHFDVHRIVRIWZDUHDVDVHUYLFH6DD6H[SRUWLQJGDWDGRHVQRWPDNH
DQ\VHQVHEHFDXVHUHODWLRQVVWRUHGLQD&50GDWDEDVHLQWKHFORXGLVGLIILFXOWWRLQWHUSUHW
RXWVLGHWKLVGDWDEDVH7KLVSUREOHPZLOOTXLWHOLNHO\KDSSHQLWVLPSDFWLVPRGHUDWHDQGRQ
WKHZKROHLWVULVNOHYHOLVKLJKDFFRUGLQJWR(1,6$¶VUHSRUW,QVXFKDFDVHZKHQWKHVHUYLFH
SURYLGHUVWRSVRSHUDWLQJWKHZKROHGDWDEDVHPD\EHORVW
 
 *DUWQHU EORJ KWWSEORJVJDUWQHUFRPK\SHF\FOHERRNHPHUJLQJWHFKQRORJLHV
K\SHF\FOHLVKHUH>@
KWWSZZZJDUWQHUFRPQHZVURRPLG>@

$IXUWKHUULVNLVWKHORVVRIFRQWURORYHUWKHV\VWHPRSHUDWLQJLQWKHFORXGZKLFKPD\RFFXU
GXHWRWKHXQFRQWUROOHGDOORFDWLRQRIUROHVWKHXQGHWHUPLQHGV\VWHPRIUHVSRQVLELOLWLHVDQG
WKHLQDFFHVVLELOLW\RIWKHVRXUFHFRGH,WVOLNHOLKRRGLVUHJDUGHGWREHTXLWHKLJKLWVLPSDFW
TXLWHKLJKLQWKHFDVHRI,DD6EXWORZLQWKHFDVHRI6DD6DQGWKHUHVXOWDQWULVNLVKLJK
7KHWKLUGJUHDWHVWULVNLVXQVXLWDELOLW\7KHVXLWDELOLW\RIWKHV\VWHPVPXVWEHFHUWLILHGIRUWKH
VDNHRIFRPSOLDQFHZLWKGLIIHUHQWOHJDOUHJXODWLRQVDQGVWDQGDUGVEXWWKHFORXGGRHVQRWILW
WKHP,WVUHDVRQLVWKDWDVVXULQJWKHSRVVLELOLW\RIDQDXGLWZRXOGPHDQDQH[FHVVLYHFRVW
IRUWKHSURYLGHUZKRLVQRWIRUFHGWREHWWHUFRRSHUDWHZLWKWKHFOLHQWRQWKHVHOOHU¶VPDUNHW
,WVOLNHOLKRRGLVUHJDUGHGWREHTXLWHKLJKLWVLPSDFWTXLWHKLJKDQGLWVUHVXOWDQWULVNLVKLJK
2SHUDWLRQ RI FORXG VHUYLFHV FDQ EH UHDOO\ FRVW HIIHFWLYH ELJ FRUSRUDWLRQV LQVWDOO WKHLU
FRPSXWHUIOHHWLQWKHQHLJKERXUKRRGRISRZHUSODQWVDQGWUDQVDWODQWLFGDWDFDEOHVVRWKDW
WKHLURSHUDWLQJFRVWFDQEHWKHIUDFWLRQRIWKHLURZQVHUYHURSHUDWHGRQWKHSUHPLVHVRIWKH
FRUSRUDWLRQ &RQVLGHULQJ WKH LQFUHDVHG SULFH VHQVLWLYLW\ RI EXVLQHVV HQWLWLHV GXH WR WKH
HFRQRPLF UHFHVVLRQ WKH SULFH RI WKH VHUYLFH LV WKH PDLQ IDFWRU WR EH WDNHQ LQWR
FRQVLGHUDWLRQ ZKHQ SXUFKDVLQJ ,Q WKH FDVH RI DQ LQ SUHPLVHV VHUYLFH SURYLVLRQ WKH
EXLOGLQJ WKHPDLQWHQDQFHRIHQYLURQPHQWDOFRQGLWLRQVWHPSHUDWXUHKXPLGLW\HOHFWULFLW\
H[SHUWSHUVRQQHOHWFPXVWEHSDLGIRU,QWKHFDVHRIDFORXGVHUYLFHLWLVHQRXJKWRSD\
IRUDQ,7H[SHUWDQGWKHVHUYLFHZKLFKLQDGGLWLRQLVDZHOOWUDFHDEOHFRVWHOHPHQW
&ORXGFRPSXWLQJZDVDELOOLRQEXVLQHVVLQDQGDQWLFLSDWHGWREHZRUWKELOOLRQ
LQ  DFFRUGLQJ WR WKH SUHGLFWLRQ E\ ,'& LQ  +RZHYHU LQ FRQWUDVW WR WKH
H[SHFWDWLRQVLWVWLOOZDVRQO\DELOOLRQEXVLQHVVLQDFFRUGLQJWR%RUW7KH
WHQGHQF\RIQRFKDQJHPD\FKDQJHZKHQWKHVHUYLFHZLOOIXOO\GHYHORS$OWKRXJKFRVWVDQG
HQYLURQPHQWDOSROOXWLRQFDQEHPLQLPL]HGE\ WKLVVROXWLRQ LW UDLVHVVHFXULW\DQGVWDWXWRU\
FRPSOLDQFHLVVXHVZKLFKVHHPVKDUGWREHVROYHGLQ(XURSH&ORXGVHUYLFHSURYLGHUVEXLOG
WKHLU FRPSXWLQJ FHQWUHV JHRJUDSKLFDOO\ GLVSHUVHG 5HVRXUFHV EHWZHHQ V\VWHPV DUH
G\QDPLFDOO\DOORFDWHGQRPDWWHUZKHUHDUHZHXVLQJWKHVHUYLFHRUVWRUHRXUGDWDDUHDW
WKHPRPHQW6SLYH\$FFRUGLQJWR(XURSHDQGDWDSURWHFWLRQGLUHFWLYHGDWDFDQEH
WUDQVIHUUHG WR WKLUG FRXQWULHV ZKHUH GDWD SURWHFWLRQ OHYHO LV WKH VDPH DV LQ (XURSH
FRQVHTXHQWO\ LW ZLOO H[FOXGH PRVW RI WKH SUHPLVHV RI WKH SURYLGHUV ,QGLYLGXDO FRQWUDFWV
FDQQRWEHVLJQHGZLWKWKHSURYLGHUVLQFDVHRIVPDOODQGPHGLXPHQWHUSULVHVDQGQHLWKHU
GR WKH\ XQGHUWDNH WKH UHTXLUHPHQWV FRQFHUQLQJ DYDLODELOLW\ DQG FRPSOLDQFH ZKLFK ZHUH
VWDQGDUG LQ WKHFDVHRIRXWVRXUFLQJDJUHHPHQWV$WSUHVHQW WKLV LVDVHOOHU¶VPDUNHW WKXV
VHUYLFHSURYLGHUVQRWUHDOO\FDUHZLWKWKHVHQHHGVDQGFRQFHUQVKRZHYHUDVWKHPDUNHW
JHWV VDWXUDWHG WKH\ ZLOO RIIHU PRUH VRSKLVWLFDWHG VROXWLRQV )RU LQVWDQFH (XURSHDQ
SHUVRQDOGDWDPD\H[FOXVLYHO\EHPDQDJHGLQFORXGVHUYHUVORFDWHGLQ(XURSHRUDQHZ
KXJH (XURSHDQ VXSSOLHUPD\ HQWHU WKHPDUNHW MXVW IRU WKLV UHDVRQ (QWHULQJ WKHPDUNHW
UHTXLUHV D UHDO IRUWXQH VXSSOLHUV FXUUHQWO\ SUHVHQW RQ WKHPDUNHW RIIHU WKH UHVRXUFHV RI
WKHLUV\VWHPVEXLOWIRUPHUO\IRURWKHUSXUSRVHVLQWKHIUDPHZRUNRIFORXGVHUYLFHV
 
6RPHVHUYLFHSURYLGHUVDUHDOORZLQJWKHXVHUWRVHWXSUHVWULFWLRQVOLNHWKLV

,QDGGLWLRQWRFORXGVHUYLFHULVNVHPSOR\HHV¶GDWDDUHWKUHDWHQHGE\VS\ZDUHPRQLWRULQJ
WUDIILF DQG SKRQH WDSSLQJ $ VS\ZDUH LV DQ DSSOLFDWLRQ FROOHFWLQJ GDWD RQ WKH YLFWLP¶V
FRPSXWHU ,WPD\UHFRUG WKHDFWLYLWLHVRUVWRUHGGDWDRQ WKHFRPSXWHUDQG WKHQVHQGWKLV
LQIRUPDWLRQ WR D WKLUG SDUW\ ,W FDQ DOVR EH XVHG E\ HPSOR\HUV WR VHQG D UHSRUW WR WKH
HPSOR\HUIRUH[DPSOHDERXWWKHWLPHVSHQWRQZRUNLQJRQWKHFRPSXWHUZHEVLWHVYLVLWHGRU
HYHQ FKDUDFWHUV W\SHG DQG PRXVH DFWLYLWLHV 0RQLWRULQJ QHWZRUN WUDIILF IRU VXUYHLOODQFH
SXUSRVHV FDQ EH SHUIRUPHG DW DOO QHWZRUN QRGHV EXW LW W\SLFDOO\ RFFXUV DW WKH H[WHUQDO
ILUHZDOO RI WKH FRPSDQ\ SURWHFWLQJ WKH LQWHUQHW FRQQHFWLRQ RU H[WHUQDO URXWHUV ([WHUQDO
QHWZRUN WUDIILF FDQ EH PRQLWRUHG DQG UHFRUGHG WKHUH RU HYHQ WKH ZKROH WUDIILF FDQ EH
HDYHVGURSSHG 7KH HPSOR\HU W\SLFDOO\ UHFRUGV WKH YLVLWHG ZHEVLWHV DQG FDQ SHUPLW RU
SURKLELWDFFHVVWRZHEVLWHVLQDZKLWHOLVWRUEODFNOLVWEDVHGPDQQHU,IWKHUHLVQRUHFRUGLQJ
RQO\ILOWHULQJWKHUHDUHQRGDWDSURWHFWLRQLVVXHVWRLWVLPSOHPHQWDWLRQKRZHYHULQDOORWKHU
FDVHV WKHUH LV $FWLYLW\ UHFRUGLQJ GHYLFHV ZKLFK DUH HVSHFLDOO\ SURGXFHG IRU PRQLWRULQJ
V\VWHPDGPLQLVWUDWRUVLQDQXQFKDQJHDEOHDQGLQDFFHVVLEOHPDQQHUDUHQRZDYDLODEOHRQ
WKH PDUNHW 6XFK V\VWHPV DOORZ UHFRUGLQJ WKH DFWLYLWLHV RI SULYLOHJHG XVHUV LQ DQ
XQGHOHWDEOHZD\,WLVDQHVVHQWLDOLVVXHWKDWZKRKDYHDFFHVVWRLWGHOHWHDQGPRGLI\VXFK
UHFRUGHG GDWD 6\VWHP DGPLQLVWUDWRUV DUH W\SLFDOO\ DXWKRUL]HG WR KDYH DFFHVV WR DOO
V\VWHPV DQG PD\ PRGLI\ DQ\WKLQJ 7KLV PXVW EH WDNHQ LQWR DFFRXQW ZKHQ GHWHUPLQLQJ
UXOHV5HFRUGHGGDWDVKRXOGEHYLHZHGE\DSDQHOFRQVLVWLQJRIWKHPDQDJLQJGLUHFWRUWKH
KXPDQUHVRXUFHPDQDJHUDQG WKH UHSUHVHQWDWLYHVRI WKHHPSOR\HHV7HFKQLFDO QRWRQO\
OHJDOPHDVXUHVHQVXULQJODZIXODFFHVVRXJKWWREHLQWURGXFHG
7KHUHKDVEHHQDQHHGRIHPSOR\HUVIRUDORQJWLPHWRNQRZWKHJHRORFDWLRQRIHPSOR\HHV
EXW LWV WHFKQLFDO SRVVLELOLW\ LV TXLWH QHZ 7DFK\JUDSK\ FRXOG RQO\ UHFRUG WKH GLVWDQFH RI
GULYH DQG WKH VSHHG DW WKH EHJLQQLQJ RI WKH µV EXW QRZDGD\V UHDOWLPHPRQLWRULQJ LV
SRVVLEOH ZKLFK LV PDLQO\ HQVXUHG E\ JOREDO QDYLJDWLRQ VDWHOOLWH V\VWHPV DQG ZLUHOHVV
WHOHFRPPXQLFDWLRQ V\VWHPV 7KH SRVLWLRQ RI WKH HPSOR\HH FDQ EH FROOHFWHG IRU WKH
SXUSRVHV RI WKH SURWHFWLRQ RI OLIH DQG SURSHUW\ HJ SURWHFWHG SHUVRQV WUDQVSRUW RI
YDOXDEOHV UHFRUGLQJ WKH ZRUN SHUIRUPHG HJ WUDQVSRUW RI JRRGV RU VLPSO\ UHFRUGLQJ
ZRUNLQJKRXUVZKHUHLVWKHHPSOR\HHGXULQJRIILFHKRXUV"7KHPRVWSUHFLVHPHWKRGRI
PRQLWRULQJLVWRSODFHD*36UHFHLYHULQRQHRIWKHGHYLFHVW\SLFDOO\LQWKHFRPSDQ\FDURI
WKH HPSOR\HH DQG LW VHQGV WKH DFWXDO SRVLWLRQ WR WKH GDWD FHQWUH WKURXJK WKH GDWD
FRQQHFWLRQRIWKHEXLOWLQ*60PRGXOH$IXUWKHUDYDLODEOHSRVVLELOLW\ZKLFKFDQEHRUGHUHG
DWPRELOHSKRQHFRPSDQLHVLVWRFROOHFWWKHDSSUR[LPDWHSRVLWLRQRIWKHPRELOHSKRQHIURP
WKHQHWZRUNGDWDDQGWKHQVHQGLWWRWKHFRPSDQ\7KLVVHUYLFHLVW\SLFDOO\DYDLODEOHWRIOHHW
VXEVFULEHUV
$ QHZ WHFKQLFDO VROXWLRQ DOZD\V LPSOLHV VHFXULW\ LVVXHV VR FORXG FRPSXWLQJ LV DOVR QR
H[FXVH7KHVHLVVXHVFDQEHSDUWO\VROYHGZLWKXVXDOLQIRUPDWLRQVHFXULW\PHWKRGVEXWLQ
VRPH FDVHV QHZ VROXWLRQV DUH QHHGHG (OHPHQWV RI WKH WUDGLWLRQDO LQIRUPDWLRQ VHFXULW\
DFFRUGLQJ WR WKH &,$ WULDG DUH &RQILGHQWLDOLW\ ,QWHJULW\ DQG $YDLODELOLW\ &RQILGHQWLDOLW\
VWDQGVIRUWKHSURWHFWLRQRIGDWDSUHYHQWLRQRIDFFHVVRIXQDXWKRUL]HGSHUVRQV,WLQFOXGHV
DFFHVVFRQWUROSK\VLFDOVHFXULW\FRQWUROVFU\SWRJUDSK\DQGWUDQVPLVVLRQVHFXULW\DQGVR

RQ &RQILGHQWLDOLW\ LVVXHV LQ FORXG V\VWHPV DUH VLPLODU WR WKRVH LQ FODVVLF FRPSXWHU
V\VWHPV EXW VHSDUDWLRQ LV UHTXLUHG DV D QHZ QHHG 6HSDUDWLRQ LV D FRQWURO DJDLQVW WKH
DFFHVV EHWZHHQ YLUWXDO DSSOLDQFHV ,W LV HQIRUFHG E\ WKH K\SHUYLVRU RU YLUWXDO PDFKLQH
PRQLWRU900ZKLFKLVDSLHFHRIFRPSXWHUVRIWZDUHILUPZDUHRUKDUGZDUHWKDWFUHDWHV
UXQVDQGFRQWUROVYLUWXDOPDFKLQHV,QWHUQDODWWDFNVIURPRWKHUYLUWXDOV\VWHPVRQWKHVDPH
KRVW FDQ EHTXLWH HIIHFWLYH )RUHQVLFV FDQ EH YHU\ KDUG EHFDXVH WKH XVHU XVXDOO\ KDYH
YHU\ IHZRSSRUWXQLWLHV WR ORJDQDO\VH ,QWHJULW\GHDOVZLWKSURWHFWLRQDJDLQVWPDOLFLRXVRU
XQLQWHQWLRQDO PRGLILFDWLRQ RI GDWD VWRUHG LQ YLUWXDO VWRUDJHV DQG VHQW WKURXJK
FRPPXQLFDWLRQFKDQQHOV$FFRUGLQJ WRVWDQGDUG LQIRUPDWLRQVHFXULW\SUDFWLFHUHGXQGDQF\
DQG HUURU FKHFNLQJ DUH WKHPRVW FRPPRQPHDVXUHV RI LQWHJULW\ FRQWUROV ,Q YLUWXDO GDWD
VWRUDJHVDOVRFRQFXUUHQWDQGFROODERUDWLYHDFFHVVLVVXHVEHFDPHLPSRUWDQW$YDLODELOLW\LV
WKH DELOLW\ WR DFFHVV GDWD ZKHQHYHU UHTXLUHG 5HGXQGDQW GDWD VWRUDJH DQG SURFHVVLQJ
EDFNXS DQG EXVLQHVV FRQWLQXLW\ PDQDJHPHQW DUH WKH VWDQGDUG FRQWUROV IRU WKDW 9LUWXDO
V\VWHPVDUHVFDODEOH IOH[LEOHDQGUHGXQGDQWZKHQ WKH\DUHEXLOWDFFRUGLQJJHQHUDOEHVW
SUDFWLFH %XW WKH K\SHUYLVRU LV D QHZ VLQJOH SRLQW RI IDLOXUH EHFDXVH LW LV JHQHUDOO\ QRW
UHGXQGDQW
'HVSLWH RI JHQHUDOO\ JRRG VHFXULW\ FRQWUROV YLUWXDOL]HG V\VWHPV DUH QRW LQYXOQHUDEOH
$PD]RQ (& (DVWHU RXWDJH LQ  $SULO LV DQ H[DPSOH IRU FORXG IDLOXUHV ZKHQPRUH
WKRXVDQGV RI ZHEVLWHV ZHUH XQUHDFKDEOH EHFDXVH RI D FRQILJXUDWLRQ HUURU ZKLFK ZDV
SRVVLEO\ D KXPDQ HUURU $FFRUGLQJ WR 0HWDOLGRX HW DO  S  KXPDQ IDFWRU LV
DOZD\V DQ LVVXH LQ LQIRUPDWLRQ VHFXULW\ WKHUHIRUH DZDUHQHVV VKRXOG EH LQFUHDVHG ,Q
)HEUXDU\  WKHUHZDV D:LQGRZV$]XUH RXWDJH GXH WR 66/ FHUWLILFDWH H[SLUDWLRQ ,Q
$SULO*RRJOHVXIIHUHGDQRXWDJHEHFDXVHDIDLOXUHRIWKHLUVLJQLQV\VWHP7KHUHDUH
VHYHUDO VSHFLDO SUREOHPVZKLFK DUH W\SLFDO LQ YLUWXDO HQYLURQPHQWV 6KHQJPHL  S
±/RFNLQLVDSUREOHPRIFORXGVHUYLFHV:KHQDVHUYLFHLVEHLQJXVHGWKHUHLV
QRHDV\ZD\WRJHWRXWH[SRUWRIGDWD LVPXFKFRPSOLFDWHGWKHQLQSXW/RVVRIFRQWURO LV
WKHLQDELOLW\WDNHFRQWURORIRXUGDWDWKHRSHUDWRUPD\GRDQ\WKLQJZLWKWKDW&RPSOLDQFHLV
DQ LVVXH RI LQWHUQDWLRQDOO\ XVHG VHUYLFHVZKHUH WKH RSHUDWRUPXVW FRPSO\ ZLWK DOO OHJDO
UHTXLUHPHQWV GHVSLWH LI WKH\ FDQ EH DQWDJRQLVWLF $ FKDQJH LQ OHJDO HQYLURQPHQW FDQ
GLVUXSWWKHEXVLQHVVPRGHO3HUVRQDOGDWDSURWHFWLRQLVRQHRI WKHPRVWSUREOHPDWLFOHJDO
LVVXHVDVGHWDLOHGEHIRUH)DLORIVHSDUDWLRQ LVDQHUURU LQK\SHUYLVRUZKLFK OHWDYLUWXDO
V\VWHPWRDFFHVVDQRWKHUYLUWXDOV\VWHP$FFRUGLQJWR6XLFLPH]RY	*HRUJHVFXS
 FORXG V\VWHPV W\SLFDOO\ LQYROYH %LJ 'DWD LVVXHV GXULQJ RSHUDWLRQ $ QHWZRUN
PDQDJHPHQWHUURUFDQGLVUXSWWKHZKROHVHUYLFHEHFDXVHWKHQHWZRUNFRQQHFWLRQLVDYLWDO
SDUWRIWKHFORXGVHUYLFH
$FFRUGLQJ WR %UXQHWWH  DQVZHUV WR WKRVH SUREOHPV DUH NHHSLQJ KLJK OHYHO RI
FRPSOLDQFH DFFRUGLQJ WR &ORXG 6HFXULW\ $OOLDQFH¶V UHFRPPHQGDWLRQV 7KH XVH RI ZHOO
NQRZQDQGEURDGO\DFFHSWHGPDQDJHPHQWVWDQGDUGVLVIDYRXUHG-XVWOLNH,62,(&
DV LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW V\VWHP VWDQGDUG DQG ,62,(&  DV WKH

LQIRUPDWLRQWHFKQRORJ\VHUYLFHPDQDJHPHQWV\VWHPVWDQGDUGEDVHGRQ,7,/0DQDJHPHQW
V\VWHP VWDQGDUGV HQIRUFH'HPLQJF\FOH RU 3'&$ EDVHG FRQWLQXRXV LPSURYHPHQW DQG
SURFHVVEDVHGDSSURDFK8VHUVRIWKRVHVWDQGDUGVPXVWVDFULILFHWLPHWRWKLQNRQVHFXULW\
RI SURYLGHG VHUYLFHV ZKLFK HQKDQFHV VHFXULW\ DQG VHUYLFH TXDOLW\ $SSOLFDWLRQ RI (8
'LUHFWLYH RQ 3HUVRQDO 'DWD 3URWHFWLRQ DQG ORFDO GDWD SURWHFWLRQ ODZV DUH UHTXLUHG WR
DFKLHYHFRPSOLDQFH)URPDERWWRPXSDVSHFWWKHHOHPHQWVPXVWEHVHFXUH LQRUGHUWR
WKHZKROH V\VWHP WR EH VHFXUH 7RGD\ WKH RQO\ LQWHUQDWLRQDOO\ DFFHSWHG VWDQGDUG IRU ,7
VHFXULW\ SURGXFW FHUWLILFDWLRQ LV &RPPRQ &ULWHULD ZKLFK LV IDU WRR FRPSOLFDWLRQ WR EH
IROORZHG LQ FORXG FRPSXWLQJ FDVHV 2EH\LQJ WHFKQLFDO VWDQGDUGV 5)&V SURJUDPPLQJ
UXOHV GXULQJ GHYHORSPHQW FDQ EH D JRRG GHFLVLRQ DOVR 7KH DXGLW SRVVLELOLW\ RI FOLHQWV
VKRZVWKHRSHQQHVVRIWKHFORXGVHUYLFHSURYLGHUDQGDOVRKHOSVFOLHQWVZKRDUHLQWHUHVWHG
RU ZKR PXVW REH\ VWULFW VHFXULW\ UXOHV %HFDXVH RI WKH VFDOH ZLWK WKH FRQFHQWUDWLRQ RI
FDSLWDODFORXGVHUYLFHSURYLGHUPD\LQYHVWPRUHPRQH\RQVHFXULW\WKDQDEDQN%RVHHW
DOS%XW WKHUH LVQRXOWLPDWHDQVZHU\HW IRUDOO VHFXULW\ LVVXHV WRWDO VHFXULW\
GRHVQRWH[LVW
 
 
3ODQ'R&KHFN$FW
6HH6HFWLRQ

 6HFXULW\UHTXLUHPHQWV

,ZRXOGOLNHWRVKRZWKHPRVWLPSRUWDQWUHJXODWLRQVZKLFKDUHUHODWHGWRWKHFORXGVHUYLFHV
LQFRQMXQFWLRQZLWKWKHF\EHUVHFXULW\VWUDWHJ\RIWKH+XQJDULDQJRYHUQPHQW

8VLQJEHVWSUDFWLFH

,IZHDUHDERXWWRLPSOHPHQWVHFXULW\PHDVXUHVRQHFKRLFHLVWRXVHJHQHUDOEHVWSUDFWLFH
7KLV FKDSWHU VKRZV ZKDW PHDVXUHV DUH H[SHFWDEOH IURP D PLGGOH VL]HG LQIRUPDWLRQ
RULHQWHGFRPSDQ\
:KHQGHVLJQLQJEXLOGLQJVZHPXVWSD\DWWHQWLRQ WRDUFKLWHFWXUDO EXLOGLQJVHFXULW\7KH
DLP LV WR KDYH PXOWLSOH OD\HUV RI SURWHFWLRQ DURXQG WKH EXLOGLQJ 7KLV QHHGV WKH
LPSOHPHQWDWLRQ RI DGHTXDWH VKHOO DQG RXWGRRU SURWHFWLRQ DOVR $V DQ H[DPSOH WKH
FRPSXWHUURRPVKRXOGEHORFDWHGRQWKHJURXQGIORRURIDQLQQHUEXLOGLQJVRWKDWHYHQLI
WKH DWWDFNHU EUHDFKHG WURXJK WKH RXWHU VNLUW D OD\HU VWLOO UHPDLQV 7KLV DOVR VKRZV WKH
SULQFLSOHRIOD\HUHGVHFXULW\ZKHUHZHDUHGHVLJQLQJPXOWLSOHOD\HUVDURXQGDVVHWVWKXVWKH
LQWUXGHU PXVW EUHDFK DOO WR KDYH DFFHVV 3RVVLEOH SRLQWV RI SK\VLFDO HQWU\ KDYH WR EH
VHFXUHGSUHIHUDEO\ZLWKWHFKQLFDOFRQWUROVHJ5),'HQWU\FDUGVDQGOLIHIRUFH
6KLHOGLQJ DJDLQVW HOHFWURPDJQHWLF UDGLDWLRQ VKRXOG DOVR EH WDNHQ LQWR FRQVLGHUDWLRQ LQ
VSHFLDO FDVHV)RUXQGHUJURXQGSDUWVRI EXLOGLQJV WKH VWUXFWXUHRI UHLQIRUFHG FRQFUHWH LQ
LWVHOIFDQEH UHJDUGHGVXIILFLHQW)RUSDUWVRIEXLOGLQJVDERYHJURXQG OHYHO WKHSURWHFWLRQ
DJDLQVWHOHFWURPDJQHWLFUDGLDWLRQFDQEH LPSOHPHQWHGE\D)DUDGD\FDJHRUVKLHOGLQJRI
HDFKHOHFWURQLFGHYLFH7KLVNLQGRISURWHFWLRQLVFDOOHG(0,RU7(03(67SURWHFWLRQ
2QH RI WKHPRVW LPSRUWDQW UHVRXUFHV RI D VHUYHU URRP LV HOHFWULFDO SRZHU RI ZKLFK WKH
DGHTXDWHQRUPDODQGHPHUJHQF\VXSSO\PXVWEHHQVXUHGDWVHYHUDOOHYHOV,QSXWSRZHUWR
WKHIDFLOLW\VKRXOGEHIHGIURPWZRVHSDUDWHVXEVWDWLRQV0XOWLSOHLQSXWVIURPSXEOLFXWLOLWLHV
GHFUHDVH WKH SRVVLELOLW\ RI EODFNRXWV VLJQLILFDQWO\ &RQWLQXRXV SRZHU VXSSO\ VKRXOG EH
HQVXUHGE\DSSO\LQJXQLQWHUUXSWDEOHSRZHUVXSSOLHV836ZKLFKFDQVROYHVKRUWW\SLFDOO\
 PLQXWHV SRZHU GLVUXSWLRQV )RU FDVHV RI ORQJHU LQWHUUXSWLRQV DJJUHJDWRUV GLHVHO
JHQHUDWRUVFDQEHLQVWDOOHGZLWKWKHDSSURSULDWHVXSSO\RIIXHO
,W LV LPSRUWDQW WRPDLQWDLQ DGHTXDWH HQYLURQPHQWZKHQZH UXQPXOWLSOH VHUYHUV RU VWRUH
GDWDIRUDORQJHUSHULRG7KHWHPSHUDWXUHDQGKXPLGLW\RIWKHDLUFDQEHPDLQWDLQHGZLWKDLU
FRQGLWLRQHUV$W WKH LQVWDOODWLRQUHGXQGDQF\DW OHDVWQSLHFHDQGSRVVLELOLW\ WRUHSODFH
VKRXOGEHNHSW LQPLQG$LUFRQGLWLRQHUVVKRXOGEH LQVWDOOHG LQSDLUV WKXV LW LVKDQGIXO LID
QHLJKERXULQJ XQLW FDQ SHUIRUP WKH WDVN RI DQRWKHU DSSOLDQFH LQ WKH FDVH RI D VKRUWIDOO
(LWKHU ZH VDYH GDWD RQOLQH RU RIIOLQH RQ D GDWD FDUULHU ZH DOVR KDYH WR GHDO ZLWK WKH
UHODWLYHKXPLGLW\RIWKHDUHD





)LJXUH:DWHUWDQNVDQGFRROLQJWRZHUVRI*RRJOHLQ%HOJLXP
,QDGGLWLRQ WR WKH ILUHDODUPHTXLSPHQW W\SLFDOO\VPRNHGHWHFWRUVXVXDO LQEXLOGLQJV WKH
SURWHFWLRQRIVHUYHUURRPVVKRXOGPHHWVWULFWHUUHTXLUHPHQWVLQWHUPVRIPRUHHIIHFWLYHILUH
GHWHFWLRQILJKWLQJDQGGDPDJHPLQLPL]DWLRQ$VSLUDWLQJVPRNHGHWHFWRUVZKLFKVHQVHILUH
IDVWHUDQGZLWKPRUHFHUWDLQW\DUHZLGHO\XVHGLQWKHVHFDVHV,WFRQVLVWVRIDQHWZRUNRI
VDPSOLQJSLSHV WRGUDZ LQDLUDQGDQDQDO\VLQJDSSOLDQFH W\SLFDOO\D ODVHUEDVHGVPRNH
GHWHFWRUEXLOWLQWKHVHUYHUURRP$VWKLVVROXWLRQLVUDWKHUFRVWO\RSWLFDOVPRNHGHWHFWRUV
DUHVWLOOPRUHZLGHVSUHDG8VHRIDQDXWRPDWLFILUHH[WLQJXLVKLQJV\VWHPLVW\SLFDOLQVSLWH
RILWLVJHQHUDOO\QRWREOLJDWRU\)LUHLVXVXDOO\H[WLQJXLVKHGE\VRPHLQHUWJDVEXWWKHUHDUH
DWWHPSWV WR XVH ZDWHU IRJ ILUH H[WLQJXLVKHUV ,Q FHUWDLQ FDVHV GHWHFWLRQ DQG SURWHFWLRQ
DJDLQVW H[SORVLYHVDQGFKHPLFDOVDOVRKDV WREH LPSOHPHQWHG:HDOVRQHHGSURWHFWLRQ
DJDLQVWQDWXUDODQGDUWLILFLDOZDWHUVSLSHOLQHOHDNDJH
$OWKRXJKVHUYHUURRPVDQGGDWDVWRUDJHVDUHJXDUGHGVLPLODUO\WRRWKHUIDFLOLWLHVFUHDWLQJ
SURWHFWHGVHFWRUVDQGUROHEDVHGGLIIHUHQWLDWLQJEHWZHHQDXWKRUL]HGDFFHVVHVKDYHPRUH
LPSRUWDQFH7\SLFDOO\DXWKHQWLFDWLRQLVFHQWUDOLVHGDQGWZRIDFWRUDXWKHQWLFDWLRQLVXVHGIRU
H[DPSOHDQ5),'FDUGDQG3,1FRGHWRJHWKHU$XWKRULVDWLRQVDUHVWRUHGLQDFHQWUDOXQLW
DQG JLYHQ ZLWK WKH MRLQW FRQVHQW RI WKH GLUHFW VXSHULRU RI WKH JLYHQ HPSOR\HH DQG WKH
SHUVRQ LQ FKDUJH RI WKH EXVLQHVV SURFHVV RU WKH RSHUDWLRQDO VHFXULW\ PDQDJHU RI WKH
VHUYHU8VHUULJKWVDOORFDWHGLQWKLVPDQQHUVKRXOGEHUHYLHZHGDWOHDVWDQQXDOO\WRJHWKHU
ZLWKWKHDXWRPDWLFRUPDQXDOFRPSDULVRQRIDXWKHQWLFDWLRQVDQGSHUPLWV7KHFDXVHRIDQ\
GHURJDWLRQVKRXOGEHLQYHVWLJDWHG/RJJLQJHQWULHVLQWRWKHIDFLOLW\FDQEHVWRUHGRQO\IRUD
OLPLWHGSHULRGRI WLPHEHFDXVHRI(8GDWDSURWHFWLRQ UHJXODWLRQV7KDW LVZK\DQ\ LOOHJDO
HQWULHVDQGDXWKHQWLFDWLRQUXOHYLRODWLRQVKDYHWREHGHWHFWHGDQGLQYHVWLJDWHGZLWKLQWKLV
SHULRG'DWD WKDWFDQEHXVHGDVHYLGHQFHFDQXVXDOO\EHVWRUHG ORQJHUXQWLOD UHSRUW LV
 
KWWSZZZJRRJOHFRPDERXWGDWDFHQWHUVJDOOHU\SODFHV>@

PDGHWRWKHSROLFHRUDGLVFLSOLQDU\SURFHHGLQJKDVVWDUWHG:KHQIRUPLQJVHFXULW\]RQHV
DUHDVXVHGE\PDLQWHQDQFHDQGORJLVWLFVVWDIIVKRXOGEHSK\VLFDOO\VHSDUDWHGIURPVHUYHU
URRPVRURIILFHDUHD6HUYHUVVKRXOGDOVREHSODFHG LQGLIIHUHQWVSDFHVDFFRUGLQJ WR WKH
GLIIHUHQW IXQFWLRQDODQGVHFXULW\DVSHFWV7KHFORVHGORRSFDPHUD&&79VXUYHLOODQFHRI
SURWHFWHG ]RQHV HVSHFLDOO\ SDVVDJHZD\V DQG ZRUNLQJ DUHDV LV DOVR QHFHVVDU\
5HFRUGLQJV PDGH KHUH VKRXOG DOVR EH NHSW IRU D FHUWDLQ DPRXQW RI WLPH DFFRUGLQJ WR
+XQJDULDQ OHJLVODWLRQ JHQHUDOO\ WKUHH GD\V 6HUYHU URRPV VKRXOG QRW KDYH ZLQGRZV RU
GRRUV RSHQLQJ WR XQSURWHFWHG VSDFHV ZLQGRZV DUH DEVROXWHO\ XVHOHVV ,I WKH\ GR WKH
SURWHFWLRQRIVXFKURRPVUHTXLUHVXWPRVWDWWHQWLRQE\JODVVEUHDNGHWHFWRUVDQGSDVVLYH
LQIUDUHG3,5VHQVRUVLQVWDOOHGRQWKHSURWHFWHGVLGH
3DVVLYHLQIUDUHGPRWLRQGHWHFWLRQVHQVRUVVKRXOGDOVREHXVHGLQWKHSURWHFWHGDUHDLQDOO
FDVHV 7KHUHPLJKW EH DLUORFN GRRUV IRU VHFXULW\ SXUSRVHV EXW IRU WKH SURWHFWLRQ RI OLIH
WKHUHPXVWEHDQHPHUJHQF\RSHQLQJPHFKDQLVPHJDGRRUKDQGOHIURPWKHVLGHRIWKH
VHUYHU URRP RU HPHUJHQF\ H[LW NH\ SODFHG QH[W WR WKH GRRU ,WV SXUSRVH LV WR HQVXUH
LPPHGLDWHHVFDSH LQ WKHFDVHRI ILUHRURSHUDWLQJRI ILUHH[WLQJXLVKHU$SUHVVEXWWRQ IRU
FDQFHOOLQJWKHUHOHDVHRIH[WLQJXLVKLQJJDVPXVWDOVREHSODFHGLQVLGHWKHSURWHFWHGURRP
IRUWKHSURWHFWLRQRIOLIHEHFDXVHLWPLJKWFDXVHFKRNLQJ
,QWHUQDOQHWZRUNRIWKHLQIRUPDWLRQV\VWHPVKRXOGEHVHSDUDWHGIURPWKH,QWHUQHWZKLFKLV
LPSOHPHQWHGE\QHWZRUN VHJUHJDWLRQ W\SLFDOO\ZLWK KDUGZDUHEDVHG ILUHZDOOV$OO RXWVLGH
WUDIILF VKDOO IORZ WKURXJK ILUHZDOOV DQG QHWZRUN WUDIILF HQFU\SWLRQ SURWRFROV HJ +7736
6)7366+RXJKW WREHDSSOLHG7UDIILF LQVLGH WKH VHUYHU URRPPD\VWD\XQHQFU\SWHG
SURYLGHG WKDWGDWD OHDNDJHIURP WKHQHWZRUNDQGXQDXWKRUL]HGDFFHVVFDQEHHIIHFWLYHO\
SUHYHQWHG /RJJLQJ LQ WKH VHUYHUV VKRXOG EH HQDEOHG ZLWK UHVWULFWHG DFFHVV %RWK
VXFFHVVIXODQGXQVXFFHVVIXOORJLQVWRWKHVHUYHUVVKRXOGEHORJJHG,QWKHFDVHRIVWULFWO\
SURWHFWHG V\VWHPV HDFK DFWLYLW\ VKRXOG EH ORJJHG ZKLFK LV FRQVLGHUDEO\ SUREOHPDWLF
%DODELW¶V 6KHOO &RQWURO %R[ LV D VWUDLJKWIRUZDUG ZD\ WR WUDFH WKH DFWLYLWLHV RI V\VWHP
DGPLQLVWUDWRUV7KHVHFXULW\ORJVVKRXOGDOVREHZHOOSURWHFWHG/RJVVKRXOGEHJDWKHUHGLQ
DFHQWUDOLVHGORFDWLRQORJVHUYHUZKHUHRQO\WKHVWDIIRIWKHVHFXULW\GHSDUWPHQWVKDOOKDYH
DFFHVV /RJJLQJ DFWLYLW\ LV HVVHQWLDO IRU WKH SXUSRVHV RI HYLGHQFLQJ DQG GHWHFWLQJ LOOHJDO
DFWV/RJILOHVVKRXOGEHVDYHGIUHTXHQWO\IRUH[DPSOHGDLO\MXVWOLNHWKHGDWDLWVHOI7KHVH
EDFNXS ILOHV VKRXOGEH VWRUHG DW D GLIIHUHQW VLWHZKLFKZLOO QRW EH DIIHFWHG E\ WKH VDPH
GLVDVWHUVWULNLQJWKHVHUYHUURRP,IWUDIILFIORZVHOHFWURQLFDOO\EHWZHHQSUHPLVHVLWVKRXOG
EHGRQHLQDQHQFU\SWHGIRUP6HQWDQGUHFHLYHGFRQWHQWVVKRXOGEHFRPSDUHGZLWKHDFK
RWKHU FKHFNVXP FRQWURO ,I GDWD H[FKDQJH LV SHUIRUPHG SK\VLFDOO\ WKH VHFXULW\
SURFHGXUHVIRUWUDQVSRUWLQJYDOXDEOHVVKRXOGEHIROORZHG
 
1XPHURXVEXJVDUHDIIHFWLQJQHWZRUNWUDIILFHQFU\SWLRQQRZDGD\VIURPWKH+HDUWEOHHGEXJWRWKH
GHILFLHQFLHVLQWKHL26$)1HWZRUNLQJVRUHJXODUXSGDWHRIFU\SWRJUDSKLFOLEUDULHVLVHVVHQWLDO
6HHKWWSVZZZEDODELWFRPQHWZRUNVHFXULW\VFE

'LVDVWHU VLWXDWLRQV GHVHUYH SDUWLFXODUO\ FDUHIXO DWWHQWLRQ DQG SODQQLQJ LQ WKH FDVH RI
LPSRUWDQW V\VWHPV LQ ZKLFK WKH LQIUDVWUXFWXUH RI WKH RUJDQLVDWLRQ FDQ VLJQLILFDQWO\ EH
GDPDJHGRUGHVWUR\HG7KHWHFKQLFDOGRFXPHQWDWLRQRIGLVDVWHUUHODWHGSODQQLQJLVFDOOHG
'LVDVWHU 5HFRYHU\ 3ODQ '53 ZKLFK FRQWDLQV WKH WHFKQLFDO WDVNV WR GR LQ WKH FDVH RI
GLVDVWHU ZLWK WKH GHWDLOHG WHFKQLFDO GHVFULSWLRQ RI UHFRYHU\ 7KLV LQFOXGHV WKH VWHSV RI
LQVWDOOLQJDQGFRQILJXULQJ WKHUHSODFHPHQWV\VWHPV WREHXVHG WKHPHWKRGRI UHFRYHULQJ
WKHGDWDDQGWKHSURYLVLRQRIWKHDSSURSULDWHRSHUDWLQJVWDII)RUGLVDVWHUUHFRYHU\UHDVRQV
DVSDUHV\VWHPZKLFKLVLGHQWLFDOZLWKWKHOLYHV\VWHPPD\EHNHSWUXQQLQJFRQWLQXRXVO\
KRWVLWHRUVZLWFKHGRIIZDUPVLWHRXWVLGHWKHRSHUDWLRQDOSUHPLVHV$QRWKHUVROXWLRQLV
WR VLJQ D FRQWUDFWZLWK WKH KDUGZDUH DQG VRIWZDUH GLVWULEXWRU LQZKLFK KH XQGHUWDNHV WR
SURYLGHWKHDSSURSULDWHV\VWHPZLWKLQDUHDVRQDEO\VKRUWWLPH$QRIWHQIRUJRWWHQWDVNLVWR
FDUU\RXWGLVDVWHUWHVWLQJWRFKHFNWKHIHDVLELOLW\DQGXVDELOLW\RI WKHSODQ'XULQJGLVDVWHU
WHVWLQJLWLVXVHIXOEXWULVN\WRVKXWGRZQWKHOLYHV\VWHPVVLQFHLWFDQFDXVHVKRUWIDOOVLQWKH
VHUYLFHLISODQVDQGPHDVXUHVDUHQRWDSSURSULDWH$PHWKRGPRUHIUHTXHQWO\XVHGLVWRGR
VWDII SUDFWLVH GHVNWRS UHYLHZ ,Q WKLV FDVH WKH VWHSV RI WKH GLVDVWHUUHODWHG SODQV DUH
GULOOHG%XVLQHVV&RQWLQXLW\3ODQ%&3LVDQRWKHUSODQLQFRQQHFWLRQZLWKGLVDVWHUVZKLFK
DSSURDFKHV WKH SUREOHP IURP D EXVLQHVV DVSHFW ,W LV DERXW HQVXULQJ WKH FRQWLQXDO
RSHUDWLRQRIEXVLQHVVSURFHVVHVZLWKDOWHUQDWLYHHJSDSHUEDVHGPHWKRGV
7KH SURFHGXUHV DQG PHWKRGV GHVFULEHG DERYH DUH EHVW SUDFWLFHV RI WKH ,7 VHUYLFH
SURYLVLRQ+RZHYHUWKH\GHSHQGYHU\PXFKRQWKHUHDOVLWXDWLRQDQGEXGJHWDU\LVVXHV)RU
LQVWDQFH LQ WKH FDVH RI ILQDQFLDO LQVWLWXWLRQV WKH DXWKRULWLHV H[SHFW WKH IXOILOPHQW RI WKH
DERYH PHQWLRQHG VWULFW VHFXULW\ UHTXLUHPHQWV ZKLOH OHJDO SURYLVLRQV DUH QRW VR VWULFW
DJDLQVWZHEKRVWLQJVHUYLFHSURYLGHURURWKHUQRQUHJXODWHGVHFWRUV

&2%,7

,6$&$ IRUPHUO\ NQRZQ DV ,QIRUPDWLRQ 6\VWHPV $XGLW DQG &RQWURO $VVRFLDWLRQ DQ
LQWHUQDWLRQDOO\ DSSUHFLDWHG$PHULFDQ ,7 DXGLWRU DVVRFLDWLRQ DQG ,7*RYHUQDQFH ,QVWLWXWH
,7*, MRLQWO\ GHYHORSHG WKH &RQWURO 2EMHFWLYHV IRU ,QIRUPDWLRQ DQG 5HODWHG 7HFKQRORJ\
&2%,7 D GH IDFWR ,7 DXGLW DQG LQIRUPDWLRQ VHFXULW\ VWDQGDUG LQ  DV GHWDLOHG LQ
6]DGHF]N\  &2%,7 GHILQHV UXOHV IRU LQIRUPDWLRQUHODWHG SURFHVVHV &2%,7 LV D
JHQHUDOO\DFFHSWHGFROOHFWLRQRISUDFWLFHVEDVHGRQEXVLQHVVQHHGV,WKDVQHYHUEHFRPHD
GHMXUHLQWHUQDWLRQDOVWDQGDUGDQGFRQIRUPDQFHFDQQRWEHFHUWLILHGDJDLQVW&2%,7&2%,7
FRQWDLQVJRYHUQDQFHDQGPDQDJHPHQWSURFHVVHVLQIRXUGRPDLQV
x (YDOXDWH'LUHFWDQG0RQLWRU('0
x $OLJQ3ODQDQG2UJDQLVH$32
x %XLOG$FTXLUHDQG,PSOHPHQW%$,
x 'HOLYHU6HUYLFHDQG6XSSRUW'66
x 0RQLWRU(YDOXDWHDQG$VVHVV0($



)LJXUH&2%,73ULQFLSOHV

$FFRUGLQJWR&2%,7WKHIRFXVDUHDVRI,7JRYHUQDQFHDUHDVIROORZV6]DGHF]N\
x 6WUDWHJLF DOLJQPHQW IRFXVHV RQ HQVXULQJ WKH OLQNDJH RI EXVLQHVV DQG ,7 SODQV
GHILQLQJ PDLQWDLQLQJ DQG YDOLGDWLQJ WKH ,7 YDOXH SURSRVLWLRQ DQG DOLJQLQJ ,7
RSHUDWLRQVZLWKHQWHUSULVHRSHUDWLRQV
x 9DOXH GHOLYHU\ LV DERXW H[HFXWLQJ WKH YDOXH SURSRVLWLRQ WKURXJKRXW WKH GHOLYHU\
F\FOH HQVXULQJ WKDW ,7 GHOLYHUV WKH SURPLVHG EHQHILWV DJDLQVW WKH VWUDWHJ\
FRQFHQWUDWLQJRQRSWLPLVLQJFRVWVDQGSURYLQJWKHLQWULQVLFYDOXHRI,7
x 5HVRXUFH PDQDJHPHQW LV DERXW WKH RSWLPDO LQYHVWPHQW LQ DQG WKH SURSHU
PDQDJHPHQWRI FULWLFDO ,7 UHVRXUFHV DSSOLFDWLRQV LQIRUPDWLRQ LQIUDVWUXFWXUHDQG
SHRSOH.H\LVVXHVUHODWHWRWKHRSWLPLVDWLRQRINQRZOHGJHDQGLQIUDVWUXFWXUH
x 5LVN PDQDJHPHQW UHTXLUHV ULVN DZDUHQHVV E\ VHQLRU FRUSRUDWH RIILFHUV D FOHDU
XQGHUVWDQGLQJ RI WKH HQWHUSULVH¶V DSSHWLWH IRU ULVN XQGHUVWDQGLQJ RI FRPSOLDQFH
UHTXLUHPHQWV WUDQVSDUHQF\ DERXW WKH VLJQLILFDQW ULVNV WR WKH HQWHUSULVH DQG
HPEHGGLQJRIULVNPDQDJHPHQWUHVSRQVLELOLWLHVLQWRWKHRUJDQLVDWLRQ
x 3HUIRUPDQFHPHDVXUHPHQW WUDFNV DQGPRQLWRUV VWUDWHJ\ LPSOHPHQWDWLRQ SURMHFW
FRPSOHWLRQ UHVRXUFHXVDJHSURFHVVSHUIRUPDQFHDQGVHUYLFHGHOLYHU\XVLQJ IRU
H[DPSOHEDODQFHGVFRUHFDUGV WKDW WUDQVODWHVWUDWHJ\ LQWRDFWLRQ WRDFKLHYHJRDOV
PHDVXUDEOHEH\RQGFRQYHQWLRQDODFFRXQWLQJ

&2%,7 SD\V DWWHQWLRQ WR WKH WKHRUHWLFDO EDVLFV RI ,7 JRYHUQDQFH VR LW DQDO\VHV WKH
HVVHQFH WKH DUHDV RI ,7 JRYHUQDQFH WKH LQWHUIHUHQFH DQG LQWHUUHODWLRQ EHWZHHQ WKH
YDULRXVUHTXLUHPHQWVIURPDQXPEHURIDVSHFWV$OWKRXJKFRQQHFWLRQVWRRWKHUVWDQGDUGV
DUH QRW LQFOXGHG LQ WKH&2%,7 LWVHOI QXPHURXVPDSSLQJV KDYH EHHQPDGH IRU H[DPSOH

,6$&$S

ZLWK ,7,/30%2. ,62,(&35,1&(&262(501,67),60$ VWDQGDUGVDQG
WKH6DUEDQHV2[OH\DFW
,Q RUGHU WR VXSSRUW WKH DSSOLFDWLRQ RI &2%,7  ,6$&$ PDGH WKH IROORZLQJ SXEOLFDWLRQV
DYDLODEOH
x &2%,7,PSOHPHQWDWLRQ
x &2%,7(QDEOLQJ3URFHVVHV
x &2%,7(QDEOLQJ,QIRUPDWLRQ
x &2%,7IRU,QIRUPDWLRQ6HFXULW\
x &2%,7IRU$VVXUDQFH
x &2%,7IRU5LVN
x 3URFHVV$VVHVVPHQW0RGHO
x 6HOI$VVHVVPHQW*XLGH
x $VVHVVRU*XLGH

&2%,7LVDQRWFHUWLILDEOHVWDQGDUGVRWKHFRPSOLDQFHFKHFNLVFDOOHGDVVHVVPHQWDQGQR
FHUWLILFDWLRQLVDFKLHYDEOHEXWDQDVVHVVPHQWUHSRUWLVJLYHQWRWKHDVVHVVHGRUJDQLVDWLRQ
/DFNRI FHUWLILFDWLRQDOVRPHDQV WKDW QR LQIRUPDWLRQ LV DYDLODEOH WKDW KRZZLGHVSUHDG LWV
XVDJH LV7KH&HUWLILHG ,QIRUPDWLRQ6\VWHPV$XGLWRU &,6$DQG WKH&HUWLILHG ,QIRUPDWLRQ
6HFXULW\0DQDJHU&,60H[DPVZKLFKDUHDPRQJWKHPRVWLPSRUWDQWJOREDOO\UHFRJQLVHG
LQIRUPDWLRQ VHFXULW\ H[DPLQDWLRQV DOVR UHFRJQLVHG E\ WKH 8QLWHG 6WDWHV 'HSDUWPHQW RI
'HIHQVH'R'DUHEDVHGRQ&2%,7

 ,62,(&VHULHV

$IDPLO\RI LQIRUPDWLRQVHFXULW\VWDQGDUGV IORXULVKHG IURPDVLQJOH%ULWLVKVWDQGDUG LQ WKH
ODVWWZRGHFDGHVDQGQRZWKHPDLQIDPLO\PHPEHUVDUHZHOONQRZQDQGXVHGDOORYHUWKH
ZRUOG%6ZDVD8.QDWLRQDOVWDQGDUGGHYHORSHGLQE\WKH'HSDUWPHQWRI7UDGH
DQG ,QGXVWU\ '7, '7, FROOHFWHG LQIRUPDWLRQ VHFXULW\ FRQWURO UHTXLUHPHQW EHVW SUDFWLFHV
DSSOLFDEOHDWPDQDJHPHQW OHYHO7KLVEHFDPHDQ LQWHUQDWLRQDO VWDQGDUGXQGHU WKHQDPH
,62,(&LQ%6ZDVGHYHORSHGDVDVWDQGDUGIRULQIRUPDWLRQVHFXULW\
PDQDJHPHQW V\VWHP LQ  DQG LW ZDV UHODWHG WR WKH IRUPHU %6  ZKLFK ZDV
UHQXPEHUHGDV%6 ,WEHFDPHDQ LQWHUQDWLRQDOVWDQGDUG LQXQGHU WKHQDPH
,62,(&DIWHUZKLFK ,62,(&ZDVDOVRUHQXPEHUHG WR,62,(&DQG
WKLV ZDV WKH VWDUW RI WKH GHYHORSPHQW RI ,62  IDPLO\ RI VWDQGDUGV 6RPH RI LWV
HOHPHQWV DUH VLPLODUO\ IRUPHG DV ,62  VHULHVPDQDJHPHQW V\VWHP VWDQGDUGV 7KH
,62  IDPLO\ LV XQGHU UHYLVLRQ QRZDGD\V ,62,(&  LV WKH QHZ PDLQ
VWDQGDUG DQG RWKHU XSGDWHV DUH DOVR FRPLQJ LQ  ,W LV DQ LPSRUWDQW IHDWXUH RI WKH
RULJLQDO VWDQGDUG WKDW LWVSHFLILHGVHFXULW\ UHTXLUHPHQWVDULVLQJ IURPEXVLQHVVQHHGV LQD
WRSGRZQ DSSURDFK ,62,(&  ZDV GHYHORSHG WR VHUYH DV D PRGHO IRU WKH
 
'HSDUWPHQWRI'HIHQVH'LUHFWLYH

GHYHORSPHQW LPSOHPHQWDWLRQ RSHUDWLRQ PRQLWRULQJ DXGLWLQJ PDLQWHQDQFH DQG
LPSURYHPHQW RI LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW V\VWHPV ,606 7KH VWDQGDUG LV
SURFHVVRULHQWHGDQG LWDSSOLHV WKH3ODQ'R&KHFN$FW 3'&$PRGHO RU'HPLQJF\FOH
DQG WKH LPSOHPHQWHG ,606FDQEH LQWHJUDWHG LQWRDQH[LVWLQJTXDOLW\PDQDJHPHQW ,62
 HQYLURQPHQWDO PDQDJHPHQW ,62  ,7 VHUYLFH PDQDJHPHQW ,62 
EXVLQHVVFRQWLQXLW\PDQDJHPHQW,62RUVLPLODUV\VWHPV
7KHPRVWLPSRUWDQWPHPEHUVRIWKHFXUUHQWO\HOHPHQW,62,(&VWDQGDUGVHULHV
SXEOLVKHGRULQSUHSDUDWLRQDUHDVIROORZV
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± ,QIRUPDWLRQ
VHFXULW\PDQDJHPHQWV\VWHPV±2YHUYLHZDQGYRFDEXODU\
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± ,QIRUPDWLRQ
VHFXULW\PDQDJHPHQWV\VWHPV±5HTXLUHPHQWV
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± &RGH RI
SUDFWLFHIRULQIRUPDWLRQVHFXULW\FRQWUROV
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± ,QIRUPDWLRQ
VHFXULW\PDQDJHPHQWV\VWHPLPSOHPHQWDWLRQJXLGDQFH
x ,62,(&,QIRUPDWLRQWHFKQRORJ\±6HFXULW\WHFKQLTXHV±,QIRUPDWLRQ
VHFXULW\PDQDJHPHQW±0HDVXUHPHQW
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± ,QIRUPDWLRQ
VHFXULW\ULVNPDQDJHPHQW
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ±
5HTXLUHPHQWV IRU ERGLHV SURYLGLQJ DXGLW DQG FHUWLILFDWLRQ RI LQIRUPDWLRQ VHFXULW\
PDQDJHPHQWV\VWHPV
x ,62,(&,QIRUPDWLRQWHFKQRORJ\±6HFXULW\WHFKQLTXHV±*XLGHOLQHVIRU
LQIRUPDWLRQVHFXULW\PDQDJHPHQWV\VWHPVDXGLWLQJ
x ,62,(&75,QIRUPDWLRQWHFKQRORJ\±6HFXULW\WHFKQLTXHV±*XLGHOLQHV
IRUDXGLWRUVRQLQIRUPDWLRQVHFXULW\FRQWUROV
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± ,QIRUPDWLRQ
VHFXULW\PDQDJHPHQWIRULQWHUVHFWRUDQGLQWHURUJDQL]DWLRQDOFRPPXQLFDWLRQV
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± ,QIRUPDWLRQ
VHFXULW\ PDQDJHPHQW JXLGHOLQHV IRU WHOHFRPPXQLFDWLRQV RUJDQL]DWLRQV EDVHG RQ
,62,(&
x ,62,(&,QIRUPDWLRQWHFKQRORJ\±6HFXULW\WHFKQLTXHV±*XLGDQFHRQ
WKHLQWHJUDWHGLPSOHPHQWDWLRQRI,62,(&DQG,62,(&
x ,62,(& ,QIRUPDWLRQ WHFKQRORJ\±6HFXULW\ WHFKQLTXHV±*RYHUQDQFH
RILQIRUPDWLRQVHFXULW\
x ,62,(&75 ,QIRUPDWLRQVHFXULW\PDQDJHPHQWJXLGHOLQHV IRU ILQDQFLDO
VHUYLFHV
 
,62,(&S
'HVSLWHRILWLVQRWLQFOXGHGLQWKHYHUVLRQ
 13 :' &' ',6 )',6 DQG VWDQGDUGV ZLWKRXW SXEOLFDWLRQ \HDUV VKRZV GLIIHUHQW OHYHOV RI
SUHSDUDWLRQV7KHVHVWDQGDUGVDUHXQSXEOLVKHG\HW
8QGHUXSGDWH&'VWDJH
8QGHUXSGDWH',6VWDJH

x ,62,(& ',6  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± &RGH RI
SUDFWLFH IRU LQIRUPDWLRQ VHFXULW\ FRQWUROV EDVHG RQ ,62,(&  IRU FORXG
VHUYLFHV
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± &RGH RI
SUDFWLFH IRU SURWHFWLRQ RI SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ 3,, LQ SXEOLF FORXGV
DFWLQJDV3,,SURFHVVRUV
x ,62,(& 75  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ±
,QIRUPDWLRQVHFXULW\PDQDJHPHQWJXLGHOLQHVEDVHGRQ,62,(&IRUSURFHVV
FRQWUROV\VWHPVVSHFLILFWRWKHHQHUJ\XWLOLW\LQGXVWU\
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± 6HOHFWLRQ
GHSOR\PHQWDQGRSHUDWLRQVRILQWUXVLRQGHWHFWLRQV\VWHPV,'36
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± 6WRUDJH
VHFXULW\
x ,62+HDOWK LQIRUPDWLFV±,QIRUPDWLRQVHFXULW\PDQDJHPHQWLQKHDOWK
XVLQJ,62,(&

7KHFKDSWHUVRI,62,(&VWDQGDUGDUHDVIROORZV
,QWURGXFWLRQ
6FRSH
1RUPDWLYHUHIHUHQFHV
&RQWH[WRIWKHRUJDQL]DWLRQ
/HDGHUVKLS
3ODQQLQJ
6XSSRUW
2SHUDWLRQ
3HUIRUPDQFHHYDOXDWLRQ
,PSURYHPHQW
$QQH[$QRUPDWLYH5HIHUHQFHFRQWUROREMHFWLYHVDQGFRQWUROV

)RUWKHGHWDLOHGLQIRUPDWLRQRQFRQWUROREMHFWLYHVDQGFRQWUROVLQ$QQH[$RIWKH,62,(&
VWDQGDUGVKRXOGEHXVHG
&RQVLGHULQJ WKDW FRPSOLDQFHZLWK WKH VWDQGDUG FDQ EH FHUWLILHG LWPD\ EULQJ D EXVLQHVV
DGYDQWDJHWRWKHFRPSDQ\6XFKDZHOONQRZQFHUWLILFDWLRQORJR LVVKRZQLQ)LJXUH$V
FHUWLILFDWLRQ LV SHUIRUPHG E\ SULYDWH FRPSDQLHV DQG WKHUH LV QRPDQGDWRU\ UHJLVWHU LW LV
QHDUO\LPSRVVLEOHWRVSHFLI\WKHH[DFWQXPEHURIFHUWLILHGFRPSDQLHVLQWKHZRUOG

 
8QGHUXSGDWH',6VWDJH


)LJXUH,606FHUWLILFDWLRQORJR
+RZHYHU WKHUH LVDQ LQWHUQDWLRQDO UHJLVWHUZKHUHFHUWLILFDWLRQERGLHVFDQYROXQWDULO\KDYH
WKHLUFHUWLILFDWHVUHJLVWHUHG$FFRUGLQJWRWKLVUHJLVWHUWKHODVWNQRZQQXPEHURI,62
FHUWLILFDWHVLV7KHFHUWLILFDWHVEURNHQGRZQWRFRXQWULHVDUHDVIROORZV

-DSDQ  1HWKHUODQGV  %HOJLXP 
8.  6DXGL$UDELD  *LEUDOWDU 
,QGLD  8$(  /LWKXDQLD 
7DLZDQ  %XOJDULD  0DFDX 
&KLQD  ,UDQ  $OEDQLD 
*HUPDQ\  3RUWXJDO  %RVQLD+HU]HJRYLQD 
&]HFK5HSXEOLF  $UJHQWLQD  &\SUXV 
.RUHD  3KLOLSSLQHV  (FXDGRU 
86$  ,QGRQHVLD  -HUVH\ 
,WDO\  3DNLVWDQ  .D]DNKVWDQ 
6SDLQ  &RORPELD  /X[HPERXUJ 
+XQJDU\  5XVVLDQ)HGHUDWLRQ  0DFHGRQLD 
0DOD\VLD  9LHWQDP  0DOWD 
3RODQG  ,FHODQG  0DXULWLXV 
7KDLODQG  .XZDLW  8NUDLQH 
*UHHFH  &DQDGD  $UPHQLD 
,UHODQG  1RUZD\  %DQJODGHVK 
$XVWULD  6ZHGHQ  %HODUXV 
7XUNH\  6ZLW]HUODQG  %ROLYLD 
7XUNH\  %DKUDLQ  'HQPDUN 
)UDQFH  3HUX  (VWRQLD 
+RQJ.RQJ  &KLOH  .\UJ\]VWDQ 
$XVWUDOLD  (J\SW  /HEDQRQ 
6LQJDSRUH  2PDQ  0ROGRYD 
&URDWLD  4DWDU  1HZ=HDODQG 
6ORYHQLD  6UL/DQND  6XGDQ 
0H[LFR  6RXWK$IULFD  8UXJXD\ 
6ORYDNLD  'RPLQLFDQ5HSXEOLF  <HPHQ 
%UD]LO  0RURFFR  7RWDO 


KWWSZZZFHUWLSHGLDFRPORJRVBHQSQJ">@
 ,QWHUQDWLRQDO 5HJLVWHU RI ,606 &HUWLILFDWHV KWWSZZZLVRFHUWLILFDWHVFRP >  @
9HUVLRQ$XJXVW8SGDWHVGLVFRQWLQXHGDIWHUWKLVGDWH

7KHVH ILJXUHV DUH QRW UHOLDEOH EXW FDQ EH UHJDUGHG DV SDUWO\ FRUUHFW EHFDXVH ORW RI
FHUWLILFDWLRQ ERGLHV GLG QRW UHSRUWHG WR WKLV GDWDEDVH GXH WR VHQVLWLYLW\ 7KH QXPEHU RI
FHUWLILFDWHVLVVXHGGRHVQRWPLUURUWKHQXPEHURIRUJDQL]DWLRQVFHUWLILHG2QHRUJDQL]DWLRQ
PD\REWDLQVHYHUDOFHUWLILFDWHVEHFDXVHRIWKHYDOLGLW\RIVFRSHZRUGLQJRULQFOXGHGVLWHV
'XH WR WKH IDFW WKDW WKLV VWDQGDUG LV XVHG JOREDOO\ DQG LW LV FHUWLILDEOH DFFRUGLQJ WR
LQWHUQDWLRQDOO\DFFHSWHGUXOHVLWLVSDUWLFXODUO\VXLWDEOHIRUFRPSOLDQFHSXUSRVHV,QFDVHDQ
LQVSHFWHG RUJDQL]DWLRQ KDV DQ ,62,(&  FHUWLILFDWH FRYHULQJ WKH VFRSH RI WKH
LQVSHFWLRQWKHUHLVQRQHHGWRH[DPLQHDJDLQZKHWKHUWKHVHUHTXLUHPHQWVKDYHEHHQPHW
RUQRW

3&,'66

,Q RUGHU WR LQFUHDVH EDQN FDUG SD\PHQW VHFXULW\ 9,6$ 0DVWHU&DUG $PHULFDQ ([SUHVV
'LVFRYHUDQG-&%KDV IRXQGHG3D\PHQW&DUG ,QGXVWU\6HFXULW\6WDQGDUGV&RXQFLO 3&,
66&RQWK'HFHPEHU


)LJXUH)RXQGHUVRI3&,
7KHFRXQFLOIRUPHGPRUHGHIDFWRVHFXULW\VWDQGDUGVZKLFKDUHUHTXLUHGLQFHUWDLQFDVHV
IURPWKHPHUFKDQWVE\WKHDERYHPHQWLRQHGFDUGLVVXHUV7KHDFWXDOVHWRIWKHVWDQGDUGV
LVWKHIROORZLQJ
x 3D\PHQW&DUG,QGXVWU\'DWD6HFXULW\6WDQGDUG3&,'669HUVLRQ$SULO
x 3D\PHQW &DUG ,QGXVWU\ 3D\PHQW $SSOLFDWLRQ 'DWD 6HFXULW\ 6WDQGDUG 3$'66
9HUVLRQ1RYHPEHU
x 3D\PHQW &DUG ,QGXVWU\ 3RLQWWR3RLQW (QFU\SWLRQ 33( 6ROXWLRQ 5HTXLUHPHQWV
DQG 7HVWLQJ 3URFHGXUHV (QFU\SWLRQ 'HFU\SWLRQ DQG .H\ 0DQDJHPHQW ZLWKLQ
6HFXUH&U\SWRJUDSKLF'HYLFHV+DUGZDUH+DUGZDUH9HUVLRQ-XO\
 
1XPEHURIDFWLYHFOLHQWVFDQEHUHJDUGHGDVEXVLQHVVVHFUHW
KWWSZLNLFDVPFPDVWHUFDLQGH[SKS)LOH3&,&RXQFLO-3*>@
0HUFKDQWVDUHSRLQWVZKHUHFDUGSD\PHQWLVDFFHSWHGHJVKRSVZHEVKRSV

x 3D\PHQW&DUG ,QGXVWU\3,16HFXULW\5HTXLUHPHQWV 3769HUVLRQ 'HFHPEHU

x 3D\PHQW&DUG,QGXVWU\&DUG3URGXFWLRQ/RJLFDO6HFXULW\5HTXLUHPHQWV9HUVLRQ
0DUFK

7KHIODJVKLSDPRQJWKHPLVWKHILUVWRQHWKH3&,'66$VDSURSULHWDU\GHIDFWRVWDQGDUG
LW GHILQHV WHFKQLFDO VHFXULW\ PHDVXUHV DJDLQVW W\SLFDO VKRUWFRPLQJV LQ ,7 V\VWHPV ,Q
FRQWUDVW WR ,62,(&  UHTXLUHPHQWV RI 3&, '66 DUH PXFK GHHSHU DQG WHVWLQJ
SURFHGXUHVDUHDOVRSURYLGHG
7KH FRQIRUPDQFH WR WKLV VWDQGDUG FDQ EH FHUWLILHG 7KH DXGLWV DUH FRQGXFWHG E\ 3&,
4XDOLILHG6HFXULW\$VVHVVRUV 46$ZKR DUH HPSOR\HG E\3&,46$&RPSDQLHV'XULQJ
WKHDXGLWWKHDVVHVVRULVFKHFNLQJWKH5HTXLUHPHQWVYLDWKH7HVWLQJ3URFHGXUHVLQFOXGHG
LQWKHVWDQGDUG


'DWDSURWHFWLRQ

'DWD SURWHFWLRQ LV D VHW RI OHJDO UXOHV IRU SURFHVVLQJ RI SHUVRQDO GDWD DOVR LQFOXGLQJ
LQIRUPDWLRQ VHFXULW\ UHTXLUHPHQWV %XW DV LW LV ZHOO DQDO\VHG LQ 6]DGHF]N\  DQG
6]DGHF]N\ WKHVHDUHVXSHUILFLDO UHJXODWLRQVJLYLQJ MXVWKLQWVRQ WHFKQLFDO LVVXHV
*HQHUDOO\DOOHQWLWLHVPDQDJLQJDQGSURFHVVLQJSHUVRQDOGDWDH[FHSWSULYDWHXVHUVIRUVHOI
XVDJHDUH IDOOLQJXQGHUGDWDSURWHFWLRQ ODZV ,Q WKH(XURSHDQ8QLRQ WKH'DWD3URWHFWLRQ
'LUHFWLYH(& LVJLYLQJDIUDPHZRUN WRWKHQDWLRQDO OHJLVODWLRQ ,Q+XQJDU\ WKHILUVW
GDWD SURWHFWLRQ DFW ZDV $FW /;,,, RI  RQ WKH SURWHFWLRQ RI SHUVRQDO GDWD DQG WKH
GLVFORVXUHRILQIRUPDWLRQRISXEOLFLQWHUHVWZKLFKZDVDGDSWHGWRWKH(8GLUHFWLYHLQ
1RZWKH$FW&;,,RIRQLQIRUPDWLRQDOVHOIGHWHUPLQDWLRQDQGIUHHGRPRILQIRUPDWLRQLV
LQ IRUFH 7KH VHFXULW\ UHTXLUHPHQWV ZHUH FKDQJHG PLQLPDOO\ 7KH ODZ VD\V WKDW ³'DWD
PDQDJHUV DQG ZLWKLQ WKHLU VSKHUH RI FRPSHWHQFH GDWD SURFHVVRUV PXVW LPSOHPHQW
DGHTXDWH VDIHJXDUGV DQG DSSURSULDWH WHFKQLFDO DQG RUJDQL]DWLRQDO PHDVXUHV WR SURWHFW
SHUVRQDOGDWDDVZHOODVDGHTXDWHSURFHGXUDO UXOHV WRHQIRUFH WKHSURYLVLRQVRI WKLV$FW
DQG RWKHU UHJXODWLRQV FRQFHUQLQJ FRQILGHQWLDOLW\ DQG VHFXULW\ RI GDWD SURFHVVLQJ´ $V
DQDO\VHG E\ -RUL  S  LQ KLV KDQGERRN ZH FDQ VD\ WKDW GDWD RU LQIRUPDWLRQ
VHFXULW\ LV LQFOXGHG LQ WKH VFRSH RI GDWD SURWHFWLRQ UHJXODWLRQ $FFRUGLQJ WR WKH QH[W
VXEVHFWLRQµ'DWDPXVWEHSURWHFWHGE\PHDQVRIVXLWDEOHPHDVXUHVDJDLQVWXQDXWKRUL]HG
 
,QWKH86$LWLVUHIHUHQFHGDVSHUVRQDOO\LGHQWLILDEOHLQIRUPDWLRQ3,,&RPPRQODZDOVRXVHVWKH
H[SUHVVLRQ µSULYDF\¶ EXW LV KDV D EURDGHU PHDQLQJ WKDQ SHUVRQDO GDWD LW DOVR LQFOXGHV SULYDWH
VSKHUHDQGWKHGDWDVXEMHFW¶VERG\
 +XQJDULDQ $FW &;,, RI  RQ LQIRUPDWLRQDO VHOIGHWHUPLQDWLRQ DQG IUHHGRP RI LQIRUPDWLRQ
6HFWLRQ

DFFHVV DOWHUDWLRQ WUDQVPLVVLRQ SXEOLF GLVFORVXUH GHOHWLRQ RU GHVWUXFWLRQ DV ZHOO DV
GDPDJH DQG DFFLGHQWDO ORVV DQG WR HQVXUH WKDW VWRUHG GDWD FDQQRW EH FRUUXSWHG DQG
UHQGHUHG LQDFFHVVLEOHGXH WRDQ\ FKDQJHV LQRUPRGLILFDWLRQRI WKHDSSOLHG WHFKQLTXH¶
7KH OHJLVODWRU LV JLYLQJ H[DPSOHV RI WKUHDWV ZKLFK LQ JHQHUDO FRUUHVSRQG WR LQIRUPDWLRQ
VHFXULW\EHVWSUDFWLFHV$VLWLVHPSKDVL]HGLQWKLVZRUNLWLVLPSRUWDQWWRGRDULVNDQDO\VLV
DERXWULVNVWKUHDWHQLQJWKHSHUVRQDOGDWD7KHULVNPDQDJHPHQWLVQRWGLUHFWO\LQFOXGHGLQ
WKH DFW 7KH ODZ LV QRW GHWDLOHG DQG WKHUH DUH QR FRQWUROV EXLOW LQWR LW $FFRUGLQJ WR
5HLGHQEHUJSUHTXLUHPHQWVDUHJHQHUDOO\VXSHUILFLDO LQGDWDSURWHFWLRQDFWV
,WVPDLQUHDVRQLVWHFKQRORJ\LQGHSHQGHQFHEXWWKLVVXSHUILFLDOLW\PDNHVPRUHGLIILFXOWWKH
DSSOLFDWLRQRIODZ

0HGLFDO GDWD SURFHVVLQJPLJKW EHPRUH ULVN\ WKDQ FOLHQW GDWD SURFHVVLQJ 3UHYHQWLRQ RI
PLVXVH RIPHGLFDO SHUVRQDO GDWD KDV KLJKHU LQWHUHVWZRUOGZLGH86+,3$$ ,62
DQG,62DUHJRRGH[DPSOHVRI WKDWDV.RNRODNLV	/DPEULQRXGDNLVS
VKRZV LW ,Q+XQJDU\ WKHUH LVDOVRDGHVLJQDWHGDFWRQKHDOWKFDUHGDWDSURWHFWLRQEXW LV
SHUIRUPLQJ LQHIILFLHQWO\DV  $OH[LQSSURYHV ,Q 7URFVDQ\L WKHUHDGHU
FDQILQGFDVHODZRIWKH&RPPLVVLRQHUIRU'DWD3URWHFWLRQRQWKHWRSLF

$FFRUGLQJWR%DORJKHWDOSGDWDSURWHFWLRQPHDVXUHVPD\EHFKHFNHGZLWK
D GDWD SURWHFWLRQ DXGLW LQWHUQDOO\ RU H[WHUQDOO\ DFFRUGLQJ WR 5RQDJHO¶V *HUPDQ PRGHO
$FFRUGLQJWR'H-DUQHWWH	0RULQ WKHUH LVDOVRDQHHGIRUGDWDSURWHFWLRQDXGLW LQ
WKH86$LQVSLWHRIWKHUHLVQRIHGHUDOGDWDSURWHFWLRQUHJXODWLRQWKHUH

&\EHUVHFXULW\OHJLVODWLRQLQ+XQJDU\

'HYHORSPHQW RI LQIRUPDWLRQ WHFKQRORJ\ PDGH ORFDO V\VWHP VHFXULW\ LPSURYHPHQWV
QHFHVVDU\,QFDVHRIHJRYHUQPHQWV\VWHPVDKLJKHUOHYHORISUREOHPDOVRH[LVWVDWWDFN
DJDLQVWPXOWLSOHV\VWHPVRUDJDLQVW WKH IXOOFULWLFDO LQIRUPDWLRQ LQIUDVWUXFWXUH7KLVFDQEH
GRQHGXULQJDFRQYHQWLRQDOZDUZKLFKZHFDQFDOOF\EHUZDURUPD\EHDQXQFRQYHQWLRQDO
DWWDFNFDOOHGF\EHUWHUURULVP
&\EHUWHUURULVPLVDTXLWHGHEDWHGWHUP0XOWLSOHVFLHQWLILFSDSHUVDQDO\VHWKLVWRSLFVRZH
VKRXOG WDNH DQ LPSRUWDQW QRWH RQ WKH LVVXH $FFRUGLQJ WR *RUJH  S  WKH ZRUG
F\EHUWHUURULVP VKRXOG EH LQWHUSUHWHG E\ LWV V\OODEOHV ZKHUH F\EHUVSDFH LV WKH PDVV RI
FRPSXWHUFRPPXQLFDWLRQQHWZRUNVSULPDULO\EDVHGRQWKH,QWHUQHW7KHWHUPZDVFUHDWHG
E\:LOOLDP*LEVRQ DQG ZDV ILUVW XVHG LQ VFLHQFH ILFWLRQ QRYHO 1HXURPDQFHU ZKLFK ZDV
 
 +XQJDULDQ $FW &;,, RI  RQ LQIRUPDWLRQDO VHOIGHWHUPLQDWLRQ DQG IUHHGRP RI LQIRUPDWLRQ
6HFWLRQ
+HDOWK,QVXUDQFH3RUWDELOLW\DQG$FFRXQWDELOLW\$FW

ZULWWHQ LQ ,WZDVD WHUP IRU WKHFROOHFWLYHKDOOXFLQDWLRQE\ELOOLRQVRISHRSOH ,Q WKH
EHJLQQLQJ RI FRPSXWHU QHWZRUNLQJ WKH FRQFHSW RI µQHWZRUN¶ KDV KDG RQO\ D WHFKQLFDO
PHDQLQJ7KHWHUPF\EHUVSDFHHPSKDVL]HVWKHFORVHUHODWLRQVKLSEHWZHHQLQWHUFRQQHFWHG
QHWZRUNV UHODWLRQVKLSV LQWHUGHSHQGHQF\ EHWZHHQ KXPDQV DQG QHWZRUNV DQG VRFLDO
QHWZRUNV EDVHG RQ ,7 QHWZRUNLQJ DQG VHUYLFHV $FFRUGLQJ WR 1HWDQMDKX  S 
³7HUURULVP LV WKH GHOLEHUDWH DQG V\VWHPDWLF PXUGHU PDLPLQJ DQG PHQDFLQJ RI WKH
LQQRFHQW WR LQVSLUH IHDU IRU SROLWLFDO HQGV´ $FFRUGLQJ WR WKH 86 )HGHUDO %XUHDX RI
,QYHVWLJDWLRQ F\EHUWHUURULVP LV DQ\ ³SUHPHGLWDWHG SROLWLFDOO\ PRWLYDWHG DWWDFN DJDLQVW
LQIRUPDWLRQ FRPSXWHU V\VWHPV FRPSXWHU SURJUDPV DQG GDWD ZKLFK UHVXOWV LQ YLROHQFH
DJDLQVWQRQFRPEDWDQWWDUJHWVE\VXEQDWLRQDOJURXSVRUFODQGHVWLQHDJHQWV´7LHIHQEUXQ
S
:HKDYHWRQRWLFHWKDWDF\EHUWHUURULVWGRHVWKHVDPHRUYHU\VLPLODUWHFKQLFDOVWHSVDVDQ
³RUGLQDU\´ RQOLQH FULPLQDO GRHV'LIIHUHQFHV DUH RQO\ LQ WKH LPSDFW RI WKH DWWDFN DQG WKH
LQYHVWHGHIIRUW7KXVZHKDYHWRGHIHQGDOOLQGLYLGXDOV\VWHPVLQRUGHUWRSURWHFWWKHHQWLUH
LQIUDVWUXFWXUH6]DGHF]N\S
)URPWKHJRYHUQPHQW¶VYLHZSRLQWJHQHUDOO\WKHORFDODQGQDWLRQDOGHIHQFHV\VWHPVKDYHWR
EHSODQQHGDQGSUHSDUHGDJDLQVWVXFKDFWLRQV
7KHILUVWFRPSUHKHQVLYHVHFXULW\DQGGHIHQFHSROLF\V\VWHPLQ+XQJDU\DIWHU WKHSROLWLFDO
FKDQJHLQGLGQRWUHFRJQLVHGF\EHUWKUHDWV1HLWKHUWKHVHFXULW\DQGGHIHQFHSROLF\
SULQFLSOHV RI 5HSXEOLF RI +XQJDU\ QRU WKH 1DWLRQDO 6HFXULW\ 6WUDWHJ\ RI 5HSXEOLF RI
+XQJDU\ QRU WKH 1DWLRQDO 0LOLWDU\ 6WUDWHJ\ RI 5HSXEOLF RI +XQJDU\ LQFOXGHG F\EHU
GHIHQFH DV DQ REMHFWLYH$FFRUGLQJ WR WKHVH SROLFLHV DQG VWUDWHJLHV WKHGHIHQFH DJDLQVW
F\EHUDWWDFNVDUHWUHDWHGLQGLYLGXDOO\HYHQLQWKHOHJDOUHJXODWLRQ
:HKDYHWRVD\WKDWDUHODWLYHO\ORZDZDUHQHVVLVREVHUYDEOH LQXVDJHRILQWHUQDWLRQDO,7
VHFXULW\VWDQGDUGVHYHQIURPWKHOHJLVODWRUDQGWKHEXVLQHVV7KLVKDSSHQVLQVSLWHRI LWV
VLJQLILFDQFHDQGWKHKLJKULVNLQVRPHDUHDV1RREOLJDWLRQFDQEHIRXQGLQ+XQJDULDQDFWV
IRUHQIRUFHPHQWRIVWDQGDUGVLQ,7VHFXULW\7KHUHDUHVHOIFRQWUROSURFHGXUHVLQVRPHDFWV
EXWWKHLUHIILFLHQF\LVTXHVWLRQDEOHLQSUDFWLFH
$ VPDOO FKDQJH KDG FRPPHQFHG LQ  ZLWK WKH DGRSWLRQ RI DFW RQ HOHFWURQLF SXEOLF
VHUYLFHV,WKDVKLJKOLJKWHGVHFXULW\DVDEDVLFSULQFLSOHDQGUHTXLUHPHQW7KHUHZHUHIRXU
JRYHUQPHQWGHFUHHVZKLFKGHWDLOHGUHTXLUHPHQWVEXWWKH\ZHUHQRWUHDOO\KHOSIXOEHFDXVH
RIOHVVGHWDLOVDQGODFNRIDXGLW
,QWKHUHZDVDSURSRVDORQLQIRUPDWLRQVHFXULW\EXWLWQHYHUFDPHWRIRUFH+RZHYHU
LWKDGDUHPDUNDEOH LPSDFWRQWKHDUHD7KHELOOZDVDGUDIW OHJLVODWLRQIUDPHZRUNDVR
 
1DWLRQDO$VVHPEO\UHVROXWLRQQR;,,
*RYHUQPHQWUHVROXWLRQQR,9
*RYHUQPHQWUHVROXWLRQQR,
$FW/;RI
0H+'UDIWRIDFWRQLQIRUPDWLRQVHFXULW\

FDOOHGOH[VSHFLDOLV7KHELOO¶VVFRSHZDVDOO,7V\VWHPVDQGVHUYLFHVLQ+XQJDU\LQFOXGLQJ
SULYDWHFRPSXWHUV,WZDVDSSOLHGWRWKHVHUYLFHSURYLGHUVRSHUDWRUVDQGXVHUVDOVR7KH
UHTXLUHPHQWVZHUHEURNHQWRILYHVHFXULW\OHYHOVDQGWKHUHZDVDPDQGDWRU\DXGLWDWOHYHOV
IRXUDQGILYH7KHVRFLDOLPSDFWRIWKHODZZRXOGKDYHEHHQVLJQLILFDQWPRVWO\EHFDXVHRI
LWVZLGHVFRSH,WZDVQHYHUDFFHSWHGSUREDEO\EHFDXVHLIWKLV
7KH FXUUHQW 1DWLRQDO 6HFXULW\ 6WUDWHJ\ UHTXLUHV WKH VWUHQJWKHQLQJ RI WKH VHFXULW\ RI
HOHFWURQLF LQIRUPDWLRQ V\VWHPV WR HQKDQFH WKH SURWHFWLRQ RI FULWLFDO LQIRUPDWLRQ
LQIUDVWUXFWXUH&,,DQGWKHGHYHORSPHQWRIDGHTXDWHF\EHUGHIHQFHPHDVXUHV$FFRUGLQJ
WRWKLVVWDWHPHQWWKH+XQJDULDQ*RYHUQPHQWDGRSWHGWKH1DWLRQDO&\EHU6HFXULW\6WUDWHJ\
RI +XQJDU\ DV ZHOO 7KH OHJLVODWRU UHDOLVHG WKDW UHFHQWO\ H[SHULHQFHG F\EHU ZDUV DQG
F\EHUWHUURULVWDWWDFNVZRUOGZLGHMXVWLI\WKHDFFHSWDQFHRIDPRGHUQ+XQJDULDQ,QIRUPDWLRQ
6HFXULW\$FWDQGRQWK$SULO7KHSXEOLFDWLRQRI$FW/RIRQHOHFWURQLFVHFXULW\
RI VWDWHDQG ORFDOJRYHUQPHQWRUJDQL]DWLRQVZDVDKXJHPLOHVWRQH IRU WKHDGPLQLVWUDWLYH
FRQWURORILQIRUPDWLRQ
$FFRUGLQJWR0XKD	.UDV]QD\WKHVFRSHRIWKHDFWGHVSLWHRILWVWLWOHDQGVFRSH
GHILQLWLRQ LQ 6HFWLRQ  LV VLJQLILFDQWO\ ZLGHU DV LW VRXQGV ,W LV EHFDXVH RI WKH IROORZLQJ
HQWLWLHV LQ WKH SHUVRQDO VFRSH GDWD SURFHVVRUV RI QDWLRQDO GDWD DVVHWV QDWLRQDO DQG
(XURSHDQFULWLFDO LQIUDVWUXFWXUHV\VWHPHOHPHQWV7KHVHHOHPHQWVVLJQLILFDQWO\H[WHQG WKH
VFRSH DOVR ZLWK SULYDWH FRPSDQLHV VR W\SLFDOO\ SXEOLF XWLOLW\ SURYLGHUV HOHFWURQLF
FRPPXQLFDWLRQV VHUYLFHV ILQDQFLDO RUJDQL]DWLRQV DUH LQFOXGHG 7KH ODZ UHTXLUHV
FRQILGHQWLDOLW\ LQWHJULW\DQGDYDLODELOLW\NQRZQDV&,$ WULDG LQ LQIRUPDWLRQVHFXULW\ ILHOG
DVHVVHQWLDOLQIRUPDWLRQVHFXULW\UHTXLUHPHQWVLQHOHFWURQLFLQIRUPDWLRQV\VWHPVDQGGDWD
7KH$FWSUHVFULEHV LQWHJULW\DQGDYDLODELOLW\RI LQIRUPDWLRQV\VWHPVLQDFORVHGFRPSOHWH
FRQVLVWHQWZD\SURSRUWLRQDWHWRWKHULVNVDOLJQHGZLWKULVNDVVHVVPHQWIRUWKHHOHFWURQLF
V\VWHP DQG FRPSRQHQWV ,W LV LPSRUWDQW WR H[SOLFLWO\ LQFOXGH WKH VHFXULW\ FRQWURO
LPSOHPHQWDWLRQ¶VSURSRUWLRQDOLW\WRULVNVDQGXVDJHRIULVNDVVHVVPHQWLQWKHJRYHUQPHQWDO
LQIRUPDWLRQVHFXULW\ UHTXLUHPHQWVEHFDXVHVHFXULW\FRQWUROVDUH W\SLFDOO\ LPSOHPHQWHG LQ
DQDGKRFPDQQHUWRPLQLPL]HVHFXULW\EXGJHWV
,QRUGHUWRSURWHFWHOHFWURQLF LQIRUPDWLRQV\VWHPVDQGGDWD LQSURSRUWLRQWRWKHULVNVWKH
$FW VWDWHV WKDW WKH HOHFWURQLF LQIRUPDWLRQ V\VWHPVPXVW EH FODVVLILHG DFFRUGLQJ VHFXULW\
ULVNV7KLVFODVVLILFDWLRQLVEDVHGRQFRQILGHQWLDOLW\LQWHJULW\DQGDYDLODELOLW\SURSHUWLHVLQD
VFDOHRIWRZKHUH LV WKH ORZHVWVHFXULW\ OHYHOZLWKRXWSURWHFWLRQUHTXLUHG)URPWKLV
VHFWLRQ RI WKH DFW LW VHHPV WKDW HDFK SDUW RI &,$ IDFWRUV FRQILGHQWLDOLW\ LQWHJULW\ DQG
DYDLODELOLW\KDVWREHHYDOXDWHGVHSDUDWHO\EXWLQRWKHUSDUWVRIWKH,7VHFXULW\DFWZHGRQ¶W
ILQGWKLVGLVWLQFWLRQ
 
*RYHUQPHQW'HFLVLRQQR,,
+XQJDULDQ*RYHUQPHQWGHFLVLRQQR,,,
+XQJDULDQ$FW/RIRQ(OHFWURQLF6HFXULW\RI6WDWHDQG/RFDO*RYHUQPHQW%RGLHV

7KH VHFXULW\ FODVVLILFDWLRQ GHSHQGV SULPDULO\ RQ WKH VHFXULW\ FODVVLILFDWLRQ RI LQIRUPDWLRQ
FRQWUROOHG WKLV DFW LQ FRQWUDVW WR WKH HDUOLHU SURSRVDO GRHV QRW VSHFLI\ ZKDW PLQLPDO
VHFXULW\ FRQWUROV VKDOO EH DSSOLHG WR GDWD $OWKRXJK LW GHWHUPLQHV WKHPLQLPXP VHFXULW\
OHYHO FODVVLILFDWLRQ IRU GHVLJQDWHG RUJDQL]DWLRQV 7KLV SUREDEO\ ZLOO KDYH WKH W\SLFDO
FRQVHTXHQFH WKDW WKH VHFXULW\ QHHGV RI GDWD ZLOO EH MXVW RQ WKH HQG RI WKH OLVW EXW WKH
PLQLPXPOLVWZLOOEHXVHGDVDQDLPIRUGDWDSURFHVVRUV3XEOLFVHFWRURUJDQLVDWLRQVWU\WR
LQYHVW WKHVPDOOHVWDPRXQWSRVVLEOH LQVHFXULW\$FFRUGLQJ WR WKHDFW WKHPDQDJHURI WKH
RUJDQL]DWLRQ PD\ VHW D ORZHU VHFXULW\ FODVV LQ H[FHSWLRQDO FLUFXPVWDQFHV ZKLFK LV
DFFRUGLQJWR0XKDDQRWKHUHDV\ZD\WRDYRLGVSHQGLQJRQVHFXULW\7KHRQO\WKLQJ
WKDW FDQ VWRS WKLV H[SHFWHG GRZQZDUG ELGGLQJ LV WKH VWULFW GHFLVLRQV RI WKH 1DWLRQDO
(OHFWURQLF,QIRUPDWLRQ6HFXULW\$XWKRULW\ZKDWZLOOEHLQFKDUJHRIRYHUVLJKW
7KHPLQLPXPJUDGHVLQWKH$FWSHURUJDQL]DWLRQVDUHWKHIROORZLQJ

x /HYHOHPSW\WKHUHDUHQRUHTXLUHPHQWVDWWKLVOHYHO
x /HYHO2IILFHRIWKH3UHVLGHQW2IILFHRIWKH1DWLRQDO$VVHPEO\WKH&RQVWLWXWLRQDO
&RXUW
V2IILFH2IILFHRIWKH&RPPLVVLRQHUIRU)XQGDPHQWDO5LJKWVORFDODQG
QDWLRQDOVHOIJRYHUQPHQWDOERGLHVWKHDGPLQLVWUDWLYHDXWKRULW\DVVRFLDWLRQV
x /HYHOFHQWUDOVWDWHDGPLQLVWUDWLRQERGLHVWKH1DWLRQDO-XGLFLDO2IILFHFRXUWV
SURVHFXWRUV
RIILFHVWKH6WDWH$XGLW2IILFH1DWLRQDO%DQNRI+XQJDU\WKHFDSLWDO
FLW\DQGFRXQW\JRYHUQPHQWRIILFHV
x /HYHO+XQJDULDQ'HIHQFH)RUFHV
x /HYHOGDWDSURFHVVRUVRIQDWLRQDOGDWDDVVHWV(XURSHDQFULWLFDOLQIUDVWUXFWXUH
V\VWHPHOHPHQWVQDWLRQDOFULWLFDOLQIUDVWUXFWXUHV\VWHPHOHPHQWVDVGHILQHGE\ODZ

$VLWZDVPHQWLRQHGHDUOLHUWKHDFWGRHVQRWGHILQHZKDWWKHVHVHFXULW\OHYHOVDUHRUKRZ
VKRXOGWKHFODVVLILFDWLRQEHFRQGXFWHGH[DFWO\DQGZKDWDUHWKHGHWDLOHGUXOHVIRUWKHOHYHO
$GHFUHHLVSURYLGHGWRGRWKDW
7KH PDQDJHU RI WKH RUJDQL]DWLRQ KDYH WR DSSRLQW D SHUVRQ LQ FKDUJH RI WKH HOHFWURQLF
LQIRUPDWLRQ V\VWHP VHFXULW\ ZKR LV UHVSRQVLEOH IRU WDVNV UHODWHG WR WKH SURWHFWLRQ RI
HOHFWURQLF LQIRUPDWLRQ V\VWHPV+HU WDVNV LQFOXGH UHVSRQVLELOLWLHV RI D FRQYHQWLRQDO FKLHI
LQIRUPDWLRQVHFXULW\RIILFHU&,62
7KH$FWVHWXSWKH1DWLRQDO(OHFWURQLF,QIRUPDWLRQ6HFXULW\$XWKRULW\XQGHUWKH0LQLVWU\RI
1DWLRQDO'HYHORSPHQWQRZLWXVXQGHUWKH0LQLVWU\RI,QWHULRU$VDVSHFLDOL]HGDXWKRULW\
1DWLRQDO 6HFXULW\ $XWKRULW\ LQ LQYROYHG LQ WKHLU DFWLYLWLHV ZLWK IRUHQVLF ORJ DQDO\VLV DQG
YXOQHUDELOLW\ WHVWLQJ LQ FDVH WKRVH DUH UHTXLUHG 7KH H[LVWLQJ *RYHUQPHQW &RPSXWHU
(PHUJHQF\ 5HVSRQVH 7HDP *RY&(57 UHVSRQVLELOLWLHV ZHUH KDQGHG RYHU WR 6SHFLDO
 
IRUPHGE\$FW/RI6HFWLRQ3DUD
$FW/RI6HFWLRQ3DUD
;,,1)0GHFUHH
$FW/RI6HFWLRQ3DUDF
VHHKWWSZZZQHLKJRYKX"T HQ

6HUYLFH IRU 1DWLRQDO 6HFXULW\ $FFRUGLQJ WR 6HFWLRQ  WKH 1DWLRQDO 8QLYHUVLW\ RI 3XEOLF
6HUYLFH LV GHYHORSLQJ DQG RYHUVHHLQJ WUDLQLQJV IRU WKRVH UHVSRQVLEOH IRU WKH VHFXULW\ RI
HOHFWURQLFLQIRUPDWLRQV\VWHPVDQGVWDIIRUJDQL]DWLRQV
7KHUHLVDWUHQGRIPRUHGHILQLWHOHJDOUHJXODWLRQHYHQZLWKLQFHSWLRQRIWHFKQLFDOVWDQGDUGV
LQ OHJDO UHJXODWLRQV'XH WR WKHZLGH UDQJH RI LPSRUWDQW OHJLVODWLRQ DQG HPHUJLQJ VRFLDO
HIIHFWV LPSURYHPHQW RI LQIRUPDWLRQ VHFXULW\ DZDUHQHVV LV H[SHFWHG 3UREDEO\ WKH
VWDQGDUGEDVHGHJ,62RU&2%,7V\VWHPVZLOODOVRVSUHDGJLYHQWKHIDFWWKDWWKH
RUJDQL]DWLRQV ZLOO DOUHDG\ FRPSO\ ZLWK WKH VHFXULW\ UXOHV 7KLV FKDQJH LQ VWUDWHJ\ DQG
UHJXODWLRQVZLOOUHVXOWLQJUHDWHUVHFXULW\DQGWKHQDWLRQDOVHFXULW\ULVNZLOOGHFUHDVHLQWKH
DUHD RI LQIRUPDWLRQ DQG FRPPXQLFDWLRQ WHFKQRORJLHV LQ WKH ORQJ WHUP7KH QHZDFW LV D
JRRGVWHSLQWKHGLUHFWLRQRIWKHDSSURSULDWHOHYHORIJRYHUQPHQWLQIRUPDWLRQVHFXULW\EXWLW
VWLOOSURYLGHVORRSKROHVIURPWKHDSSOLFDWLRQRIWKHUXOHV

 

 5LVNPDQDJHPHQW

$V VKRZQ DERYH ULVNPDQDJHPHQW EHFDPH D EDVLF HOHPHQW RI VHFXULW\ VWDQGDUGV DQG
VHFXULW\UHODWHG OHJLVODWLRQ$FFRUGLQJ WR =KLZHL 	=KRQJ\XDQ  S  LW LV DOVR
EHFRPLQJDPDLQWRROIRUWKHEXVLQHVVDOLJQPHQWRIVHFXULW\UHODWHGGHFLVLRQVXSSRUWLVULVN
DQDO\VLVZKLFKLVDOVRIRUFHGLQWKHLQWHUQDWLRQDOVWDQGDUGV,QWKLVVHFWLRQ,DQDO\VHVRPH
ULVNPDQDJHPHQWWKHRULHVDQGSUDFWLFHV

5LVNPDQDJHPHQWWKHRU\

7KHULVNEDVHGWKLQNLQJZKLFKLVO\LQJRQPDWKHPDWLFDOUXOHVFDPHLQWRH[LVWHQFHE\WKH
ZRUN RI %ODLVH 3DVFDO LQ WKH WK FHQWXU\ 'HVSLWH RI LW URXJKO\ PHDQV XQFHUWDLQW\
DFFRUGLQJ WR +DEHJJHU  S  LW LV D NH\ HOHPHQW LQ DOO SROLWLFDO DQG HFRQRPLF
DFWLYLW\'XULQJ WKHQH[WFHQWXU\ LWEHFDPHGDLO\XVHG LQVXUDQFHVVDPSOLQJH[SHFWDQF\
FDOFXODWLRQVZHUHPDGH)RUDORQJWLPHULVNPDQDJHPHQWGHDOWZLWKDVROHLVVXHW\SLFDOO\
ZLWKGHFLVLRQPDNLQJDQGILQDQFLDODQDO\VHV
'HFLVLRQPDNLQJLVDPDQDJHPHQWDQGSROLF\PDNHU¶VLVVXHZLWKODUJHOLWHUDWXUHEDVHGRQ
PDWKHPDWLFDO VWDWLVWLFV 'HFLVLRQ PDNLQJ LQ D ZHOONQRZQ FDVH FDQ EH GHVFULEHG DV D
YHFWRUEXW WKHPRUHXQFHUWDLQW\ LV LQWKHV\VWHPWKH ODUJHUWDEOHKDVWREHPDGHIRUWKH
GHVFULSWLRQ 0H]H\  S  &RQFHSW RI GHFLVLRQPDNLQJ LV WKDW WKHUH LV D JRDO RU
REMHFWLYHWRDFKLHYHEXW WKHUHDUHPRUHDOWHUQDWLYHFRXUVHVRIDFWLRQWRDFKLHYHWKDWEXW
RXU NQRZOHGJH RQ WKH LVVXH LV LPSHUIHFW ZKLFK PDNHV GRXEW EXW WKLV GRXEW PD\ EH
UHGXFHG(ZDUWHWDOS
)LQDQFLDOPDUNHWV DUHPRUH FRPSOH[ WKDQ WR EH DEOH WR GHVFULEH WKHLUPHFKDQLVPVZLWK
*DXVVLDQRU /pY\GLVWULEXWLRQV7KH\DOVRGHSHQGRQH[WHUQDO IDFWRUV OLNHQHZV7KLV LV
KRZLWEHFDPHPRUHDQGPRUHFRPSOLFDWHGDQGWKHUHIRUHQHZPHWKRGRORJLHVKDYHWREH
GHYHORSHGOLNHµǻ¶KHGJLQJDQG%ODFN6FKROHVOLPLW%RXFKDXG	3RWWHUVS
,QWKHVWKHSURIHVVLRQDOWKLQNLQJRQWKHFRRUGLQDWLRQRISUHYLRXVO\XQFRQQHFWHGULVNV
VWDUWHGE\WKH)RUWXQHPDJD]LQH¶VDUWLFOH³7KH5LVN0DQDJHPHQW5HYROXWLRQ´
$VDQDO\VHGLQUHJDUGRIVHFXULW\FRQWUROVLQ6HFWLRQWKHUHLVDSRVVLELOLW\WRGRWKLQJVRQ
RXURZQRUXVLQJVWDQGDUGV IRUDSURIHVVLRQDOSUREOHPKDVDGYDQWDJHV ,Q WKH ULVN
ZDVJHQHUDOO\5 ,3ZKHUH, LV WKH LPSDFWDQG3LV WKHSRVVLELOLW\EXW WKLVEHFDPHPRUH
VRSKLVWLFDWHGQRZDGD\V1DJ\S
7KH ILUVW JRYHUQDQFH WRRO FDSDEOH IRU JHQHUDO ULVN PDQDJHPHQW ZDV WKH &262
(QWHUSULVH5LVN0DQDJHPHQW(50IUDPHZRUN+DHOWHUPDQS

 
7KHUHLVVWLOODGHEDWHLIULVNLVHTXDOWRXQFHUWDLQW\DFFRUGLQJWR%HO\DF]S
7KH&RPPLWWHHRI6SRQVRULQJ2UJDQL]DWLRQVRIWKH7UHDGZD\&RPPLVVLRQ



)LJXUH&RPSRQHQWVRI(QWHUSULVH5LVN0DQDJHPHQW

7KH DLP RI &262 (50 LV WR SURYLGH YDOXH WR WKH VWDNHKROGHUV ZLWK DOLJQPHQW RI ULVN
DSSHWLWHDQGVWUDWHJ\HQKDQFHPHQWRIULVNUHVSRQVHGHFLVLRQVULVNDYRLGDQFHUHGXFWLRQ
VKDULQJ DQG DFFHSWDQFH UHGXFLQJ RSHUDWLRQDO VXUSULVHV DQG ORVVHV LGHQWLI\LQJ DQG
PDQDJLQJ PXOWLSOH DQG FURVVHQWHUSULVH ULVNV VHL]LQJ RSSRUWXQLWLHV DQG LPSURYLQJ
GHSOR\PHQW RI FDSLWDO ,Q RUGHU WR DFKLHYH WKHP LW SURYLGHV D FRPSOHWH IUDPHZRUN ZLWK
PXOWLSOHOHYHOFRPSRQHQWVDVVKRZQRQ)LJXUH'HVSLWHRIWKLVLVDJHQHUDOIUDPHZRUNLW
LVIUHTXHQWO\WKRXJKWWKDWLWLVRQO\IRUEDQNLQJILQDQFLDORUEDFNRIILFHSURFHVVUHODWHGXVH
FDVHV$OVRLWVFRPSOH[LW\PD\EHIULJKWHQLQJIRUWKHSRWHQWLDOXVHU+DHOWHUPDQS


+RZHYHU WKHUH DUH QXPHURXV ZLGHO\ XVHG IUDPHZRUNV DQG GH IDFWR VWDQGDUGV WKH
LQWHUQDWLRQDO VWDQGDUGLVDWLRQ OLHV LQ WKH KDQGV RI ,QWHUQDWLRQDO 2UJDQL]DWLRQ IRU
6WDQGDUGL]DWLRQ ,62 7KHUH QXPHURXV YDOLG ULVNUHODWHG LQWHUQDWLRQDO VWDQGDUGV %HORZ
\RXILQGDQRQH[KDXVWLYHOLVWRIWKHP


6WHLQEHUJS
7KLVFDQKDSSHQEHFDXVHWKHIRXQGHUVDUHILQDQFLDODFFRXQWLQJUHODWHGFRPSDQLHV

*HQHUDOULVNPDQDJHPHQW,62DQG,(&VWDQGDUGV
x ,625LVNPDQDJHPHQW±3ULQFLSOHVDQGJXLGHOLQHV
x ,(&5LVNPDQDJHPHQW±5LVNDVVHVVPHQWWHFKQLTXHV
x ,62755LVNPDQDJHPHQW±*XLGDQFH IRU WKH LPSOHPHQWDWLRQRI ,62

x ,62*XLGH5LVNPDQDJHPHQW±9RFDEXODU\

6SHFLDOLVHGULVNPDQDJHPHQW,62DQG,(&VWDQGDUGV
x ,62,(&  ,QIRUPDWLRQ WHFKQRORJ\ ± 6HFXULW\ WHFKQLTXHV ± ,QIRUPDWLRQ
VHFXULW\ULVNPDQDJHPHQW
x ,62/LIWVHOHYDWRUVHVFDODWRUVDQGPRYLQJZDONV±5LVNDVVHVVPHQW
DQGUHGXFWLRQPHWKRGRORJ\
x ,62  0HGLFDO GHYLFHV ± $SSOLFDWLRQ RI ULVN PDQDJHPHQW WR PHGLFDO
GHYLFHV
x ,6275  +HDOWK LQIRUPDWLFV ± ,QIRUPDWLRQ VHFXULW\ PDQDJHPHQW IRU
UHPRWHPDLQWHQDQFHRIPHGLFDOGHYLFHVDQGPHGLFDOLQIRUPDWLRQV\VWHPV±3DUW
5HTXLUHPHQWVDQGULVNDQDO\VLV
x ,626SDFHV\VWHPV±5LVNPDQDJHPHQW
x ,62,(&6\VWHPVDQGVRIWZDUHHQJLQHHULQJ±/LIHF\FOHSURFHVVHV±
5LVNPDQDJHPHQW
x ,(&  $SSOLFDWLRQ RI ULVN PDQDJHPHQW IRU ,7QHWZRUNV LQFRUSRUDWLQJ
PHGLFDOGHYLFHV±3DUW5ROHVUHVSRQVLELOLWLHVDQGDFWLYLWLHV
x ,62%LRORJLFDOHYDOXDWLRQRIPHGLFDOGHYLFHV±3DUW(YDOXDWLRQDQG
WHVWLQJZLWKLQDULVNPDQDJHPHQWSURFHVV
x ,6276,QGXVWULDODXWRPDWLRQV\VWHPVDQGLQWHJUDWLRQ±3URGXFW
GDWD UHSUHVHQWDWLRQ DQG H[FKDQJH ± 3DUW  $SSOLFDWLRQ PRGXOH 5LVN
PDQDJHPHQW
x ,62(UJRQRPLFVRIWKHWKHUPDOHQYLURQPHQW±&ROGZRUNSODFHV±5LVN
DVVHVVPHQWDQGPDQDJHPHQW
x ,620HGLFDOGHYLFHVXWLOL]LQJDQLPDO WLVVXHVDQG WKHLUGHULYDWLYHV±
3DUW$SSOLFDWLRQRIULVNPDQDJHPHQW
x ,6276  0HGLFDO ODERUDWRULHV ± 5HGXFWLRQ RI HUURU WKURXJK ULVN
PDQDJHPHQWDQGFRQWLQXDOLPSURYHPHQW
x ,62  6DIHW\ RI PDFKLQHU\ ± *HQHUDO SULQFLSOHV IRU GHVLJQ ± 5LVN
DVVHVVPHQWDQGULVNUHGXFWLRQ
x ,62756DIHW\RIPDFKLQHU\±5LVNDVVHVVPHQW±3DUW3UDFWLFDO
JXLGDQFHDQGH[DPSOHVRIPHWKRGV
x ,626KLSVDQGPDULQHWHFKQRORJ\5LVNDVVHVVPHQWRQDQWLIRXOLQJ
V\VWHPV RQ VKLSV ± 3DUW  0DULQH HQYLURQPHQWDO ULVN DVVHVVPHQW PHWKRG RI
ELRFLGDOO\DFWLYHVXEVWDQFHVXVHGIRUDQWLIRXOLQJV\VWHPVRQVKLSV


7KH PRVW LPSRUWDQW JHQHUDO ULVN PDQDJHPHQW VWDQGDUG LV ,62  5LVN
PDQDJHPHQW±3ULQFLSOHVDQGJXLGHOLQHV7KLVEHFDPH WKHJROG VWDQGDUGRI WKHJHQHUDO
ULVNPDQDJHPHQWLQVSLWHRILWVPDLQFRPSRQHQWVDUHDOVRSUHVHQWLQRWKHUVWDQGDUGV


)LJXUH5LVNPDQDJHPHQWSURFHVV
2QHRILWVPDLQHOHPHQWVLVWKHULVNPDQDJHPHQWSURFHVVZKLFKLVVKRZQLQ)LJLVYHU\
VLPLODUO\SUHVHQWLQ,62,(&)LJ5LVNPDQDJHPHQWSURFHVVLVD³V\VWHPDWLF
DSSOLFDWLRQ RI PDQDJHPHQW SROLFLHV SURFHGXUHV DQG SUDFWLFHV WR WKH DFWLYLWLHV RI
FRPPXQLFDWLQJFRQVXOWLQJHVWDEOLVKLQJWKHFRQWH[WDQGLGHQWLI\LQJDQDO\VLQJHYDOXDWLQJ
WUHDWLQJPRQLWRULQJDQGUHYLHZLQJULVN´
,QVSLWHRILWLVQRWDEUDQGQHZWKLQJLWLVYHU\XVHIXOIRUVWDQGDUGLVLQJWKHSURFHVVLWVHOI


,62)LJ
,62*XLGHGHILQLWLRQ


)LJXUH(VWDEOLVKLQJDULVNPDQDJHPHQWSURFHVV
7KHHVWDEOLVKPHQWRIVXFKDULVNPDQDJHPHQWSURMHFWLVSUHVHQWHGLQ)LJXUH

$QRWKHUULVNPDQDJHPHQWPRGHOLVWKH0F&XPEHU&XEHVKRZQLQ)LJXUH


)LJXUH0F&XPEHU&XEH

+DHOWHUPDQS
6RXUFHKWWSXSORDGZLNLPHGLDRUJZLNLSHGLDHQ0FFXPEHUMSJ>@

7KLV KDV D QDUURZHU VFRSH WKHQ &262 (50 LW¶V MXVW DQ LQIRUPDWLRQ VHFXULW\ ULVN
PDQDJHPHQWPRGHOPDGH E\ -RKQ0F&XPEHU ZKLFK FRQVLGHUV WKH LQWHUFRQQHFWLRQV RI
GLIIHUHQWIDFWRUVRILQIRUPDWLRQDVVXUDQFH0F&XPEHUS
'DWD SURWHFWLRQ DV DQDO\VHG LQ  KDV DOVR D ULVNPDQDJHPHQW SULQFLSOH UDWKHU WKDQ D
PHWKRGRORJ\ ZKLFK LV QRW UHDOO\ GHWDLOHG ,W LV FDOOHG SULYDF\ LPSDFW DVVHVVPHQW 3,$
ZKLFK LV D SURFHVV IRU WKH DVVHVVPHQW RI WKH LPSDFW RI D FHUWDLQ WHFKQRORJ\ SROLF\
SURGXFW VHUYLFH HWF RQ WKH SULYDF\ RI LQGLYLGXDOV :ULJKW	 'H+HUW  S  , VD\
SULQFLSOHEHFDXVH LQWKHFRQWH[WRIDWHFKQLFDOZULWLQJ LW LVDFWXDOO\XQGHUGHILQHGDQGQR
UHDOWRROVHWH[LVWVIRUFRQGXFWLQJD3,$,WKHQHZ(8*HQHUDO'DWD3URWHFWLRQ5HJXODWLRQD
VLPLODU EXW LQ VFRSH WLJKWHU SULQFLSOH LV LQWURGXFHG FDOOHG 'DWD 3URWHFWLRQ ,PSDFW
$VVHVVPHQW'3,$

5LVNPDQDJHPHQWSUDFWLFH

'HVSLWHRIWKHDERYHPHQWLRQHGULVNPDQDJHPHQWVWDQGDUGVDQGIUDPHZRUNVVHHPWREH
ZHOOGHWDLOHGLQIDFWQRERG\FDQGRDQ\ULVNDVVHVVPHQWMXVWDFFRUGLQJWRWKDW:HQHHGD
PHWKRGRORJ\ILVWWRKHOSLQWKHLPSOHPHQWDWLRQRIWKHIUDPHZRUN
2QHRSWLRQLVWKH&&7$5LVN$QDO\VLVDQG0DQDJHPHQW0HWKRGDEEUHYLDWHGDV&5$00
,W ZDV GHYHORSHG E\ 8.¶V &HQWUDO &RPSXWHU DQG 7HOHFRPPXQLFDWLRQV $JHQF\ &&7$
QRZ2IILFHRI*RYHUQPHQW&RPPHUFHVLPLODUO\WR,7,/

7KHUHDUHQXPHURXVULVNPDQDJHPHQWDQGULVNDQDO\VLVPHWKRGV6RPHH[DPSOHVDUHWKH
IROORZLQJ
x &UDPP
x 'XWFK$	.$QDO\VLV
x (ELRV
x ,6$00
x ,6)0HWKRGV
x 0DJHULW
x 0DULRQ
x 0HKDUL
x 0,*5$
x 2FWDYH
x 5LVN6DIH$VVHVVPHQW
x 63


$VDQH[DPSOH,LQWURGXFHWKH0(+$5,PHWKRGKHUHGHYHORSHGE\&/86,)0(+$5,¶V
DFWXDOYHUVLRQ LV,W LVDTXDOLWDWLYHULVNDVVHVVPHQWDQGULVNPDQDJHPHQWPHWKRG
WKDWDOVRLQFOXGHVLQ([FHOILOHVWKHOLVWRIWKUHDWVJHQHULFULVNVLWXDWLRQVZLWKVRPHEHVW
SUDFWLFH SUREDELOLW\ SUHVXPSWLRQV EDVHG RQ)UHQFK LQSXWV:LWK WKRVH VSUHDGVKHHWV LW LV
SRVVLEOH PDQXDOO\ WRFRQGXFW WKHFDOFXODWLRQV ,W LVFRPSDWLEOHZLWK ,62,(&DQG
LQFOXGHVSUHEXLOWFRPSOLDQFHFKHFNVIRU,62,(&

3KDVHVRIULVNDQDO\VLV
x &RQWH[WHVWDEOLVKPHQWZLWKVFRSHGHILQLWLRQDQGERXQGDULHV
x 9DOXDWLRQRIDVVHWV
x 5LVN LGHQWLILFDWLRQ ZLWK FRQILGHQWLDOLW\ LQWHJULW\ DQG DYDLODELOLW\ IDFWRUV DQG
SUREDELOLW\RIWKUHDWV
x 5LVNDQDO\VLVULVNVFHQDULRVDUHVHWE\GHIDXOWKRZHYHU\RXFDQILQHWXQHLW
x 5LVNHYDOXDWLRQRQDOHYHOVFDOH
3KDVHVRIULVNPDQDJHPHQW
x 5LVNDVVHVVPHQWGLVSOD\RIFULWLFDOULVNVVHH)LJ
x 5LVN WUHDWPHQW WUHDWPHQWV RSWLRQV FDQ EH VHOHFWHG IURP UHGXFH DFFHSW WUDQVIHU
DQGDYRLG
x 5LVNDFFHSWDQFHFDQEHGRQHRQDQLQGLYLGXDOEDVLV
x 5LVN FRPPXQLFDWLRQ VWDNHKROGHU DVVLJQPHQW FDQ EH GRQH VLQFH WKH VWDUW RI
DQDO\VLV7KHTXHVWLRQQDLUHFDQEHDVVLJQHGDQGWDLORUHGWRVWDNHKROGHUV

,Q WKH FDVH RI 0(+$5, WKHUH LV D VR FDOOHG EDVLF WRRO ZLWK ZKLFK ZH FDQ GR WKH
FDOFXODWLRQVLQH[FHOVKHHWV+RZHYHUWKLVLVDTXLWHVWUDLJKWIRUZDUGZD\DPRUHFRPSOH[
WRROFDQPDNHWKHULVNPDQDJHPHQWPHFKDQLVPHDVLHU

 
0pWKRGHKDUPRQLVpHG
DQDO\VHGHVULVTXHV
&OXEGHOD6pFXULWpGHO
,QIRUPDWLRQ)UDQoDLVKWWSZZZFOXVLIDVVRIU
 XVLQJ VFDOHV LQ FRQWUDVW WR TXDQWLWDWLYH PHWKRGV ZKHUH SUHFLVH QXPEHUV DUH FDOFXODWHG OLNH
SUREDELOLW\IRUDFHUWDLQWKUHDWLVS 


)LJXUH1DYLJDWLRQLQWKHNQRZOHGJHEDVH
)RUWKH0(+$5,PHWKRGWKHUHLV3ROLVKWRROFDOOHG0(+$5,5LVNGHYHORSHGE\*,6S]
R R 7KLV LV DOVR EDVHG RQ WKH H[FHO VKHHWV EXWPDNHV WKH LQWHUYLHZV DQVZHULQJ DQG
UHSRUWLQJHDVLHU7KHVFUHHQVKRWRI WKHTXHVWLRQQDLUH LVVKRZQRQ)LJXUH$QVZHULQJ
TXHVWLRQVLQ0(+$5,5LVN

 
6FUHHQVKRWIURP&/86,)0HKDULNQRZOHGJHEDVHUHOHDVH


)LJXUH$QVZHULQJTXHVWLRQVLQ0(+$5,5LVN
7REHKRQHVWWKHUHSRUWLQJWRVHQLRUPDQDJHPHQWLVDYLWDOSDUWRIULVNPDQDJHPHQW,IWKH
ULVNPDQDJHULVMXVWVKRZLQJDQRYHUFRPSOLFDWHGH[FHOVKHHWWRWKHERDUGRIGLUHFWRUVQR
RQHZLOOEHUHDOO\FRQYLQFHGDERXW WKHILQGLQJV9LVXDOLVDWLRQPDNHPXFKHDVLHUWRGLJHVW
WKH ILQGLQJV0(+$5,5LVNKDVDYLVXDOLVDWLRQFDSDELOLW\ZLWK UDGDUGLDJUDPV%HORZ\RX
FDQILQGWKHUDGDUGLDJUDPVIURPDUHSRUWDQGWKHLUGHVFULSWLRQV$OOWKRVHGHVFULSWLRQVDUH
LQFOXGHGLQ&/86,)

*,/WGS


)LJXUH5LVNVHULRXVQHVVIRUVHOHFWHGFDXVHV


&DXVH &DXVHGHVFULSWLRQ
& ,QWHQWLRQDOPRGLILFDWLRQRIWKHH[SHFWHGIXQFWLRQVRIDQDSSOLFDWLRQ
& 7KHIWRIZULWWHQRUSULQWHGGRFXPHQWV
& 0DQLSXODWLRQRIGDWDILOHV
& $FFLGHQWDOFUDVKRIDGLVNGULYH
& (UDVXUHRUGHVWUXFWLRQRIXVHUVRIWZDUHFRQILJXUDWLRQV
& /RVVRIGRFXPHQWVE\DFFLGHQW
& ,QWHQWLRQDOFKDQJHRIPHGLD
& 9LRODWLRQRILQWHOOHFWXDOSURSHUW\ULJKWV
& +DUGZDUHFKDQJH
& 'HOLEHUDWHHUDVXUHRIGDWDPHGLD
& $FFLGHQWDOHUDVXUHRIVRIWZDUH
& 'DWDFDSWXUHHUURU
& 5HPRWHDWWDFNRIDWKLUGRUJDQL]DWLRQRUFRPSHWLWRU
& )LOHVHUDVHGE\DORJLFDOERPE
& $FFHVVDQGFRS\RIEXVLQHVVDSSOLFDWLRQGDWD
& $FFLGHQWGXULQJGDWDSURFHVVLQJ
& $FFLGHQWDOORVVRIILOHV

&RSLHGIURPWKHUHSRUWJHQHUDWHGE\0(+$5,5LVNVRIWZDUH

&DXVH &DXVHGHVFULSWLRQ
& 7KHIWRIPHGLDFRQWDLQLQJDSSOLFDWLRQEXVLQHVVGDWD
& 'LYHUVLRQRISURJUDPVRXUFHFRGH
& 7UDQVDFWLRQUHSOD\
& )LUH
& $FFHVVWRILOHVHUYHUVDQGFRS\RIRIILFHUHODWHGILOHV
& 0DLQWHQDQFHXQDYDLODEOH
& $OWHUDWLRQRIPHVVDJH
& $EVHQFHRISHUVRQQHO
& $FFHVVDQGFRQVXOWDWLRQRIV\VWHPGDWD
& 'DWDHUDVHGE\DORJLFDOERPE
& &RQILJXUDWLRQRUSURJUDPFRGHHUDVXUH
& 9DQGDOLVPIURPLQVLGH
& 0DOHYROHQWDOWHUDWLRQRIVRIWZDUHIXQFWLRQVE\DORJLFDOERPERUDEDFNGRRU
& 7UDQVLHQWLQIRUPDWLRQSLFNXS
& 'DWDILGGOLQJGXULQJWUDQVPLVVLRQ
& ,QWHQWLRQDO RU DFFLGHQWDO PRGLILFDWLRQ RI WKH H[SHFWHG IXQFWLRQV RI DQ RIILFH
DSSOLFDWLRQ
& 9DQGDOLVPIURPRXWVLGH
& 7KHIWRUHUDVXUHRIUHPRYDEOHPHGLD
& 0HGLDHUDVHGE\YLUXV
& )DXOW\GDWDFDSWXUH
& 'LYHUVLRQRIWHPSRUDU\LQIRUPDWLRQFUHDWHGE\WKHV\VWHPV
& $FFLGHQWRUIDLOXUHRIRQHRUVHYHUDOKDUGZDUHUHVRXUFHV
& )ORRGLQJ
& 'HOLEHUDWHHUDVXUHRIPHGLD
& 6RIWZDUHFKDQJH
& 1DWXUDORUDFFLGHQWDO'LVDVWHU
& 'LYHUVLRQRILQIRUPDWLRQGXULQJWUDQVPLVVLRQ
& 6RIWZDUHEXJ
& ([FHVVLYHXVHRIFRPSXWLQJRUQHWZRUNLQJUHVRXUFHV
& 0DOHYROHQWH[FHVVLYHXVHRIFRPSXWLQJRUQHWZRUNLQJUHVRXUFHV



)LJXUH5LVNVHULRXVQHVVIRUVHOHFWHGVFHQDULRV

6FHQDULR 6FHQDULRGHVFULSWLRQ
6 'DWDILGGOLQJ
6 /RVVRIGDWDILOHVRUGRFXPHQWV
6 6RIWZDUHGHVWUXFWLRQ
6 'LVFORVXUHRIGDWDRULQIRUPDWLRQ
6 $OWHUDWLRQRIGDWD
6 $OWHUDWLRQRIVRIWZDUH
6 'HJUDGDWLRQRISHUIRUPDQFHV
6 1RQFRQIRUPDQFHWROHJDORUUHJXODWLRQUHTXLUHPHQWV
6 'LVDVWHUDIIHFWLQJGDWDJOREDOO\
6 7HPSRUDU\XQDYDLODELOLW\RIUHVRXUFHV
6 'LYHUVLRQRIGDWDILOHV
6 'HVWUXFWLRQRIHTXLSPHQW


&RSLHGIURPWKHUHSRUWJHQHUDWHGE\0(+$5,5LVNVRIWZDUH

8VLQJWRROVEDVHGRQPHWKRGRORJLHVKHOSWRLQFUHDVHWKHHIILFLHQF\RIWKHULVNPDQDJHPHQW
SURFHVV 'HVSLWH RI PHWKRGRORJLHV DUH IUHHO\ DFFHSWDEOH WRROV FDQ EH HQRUPRXVO\
H[SHQVLYH

 

 )LHOGVWXG\RQEXVLQHVVDOLJQPHQW

,Q RUGHU WR UHVHDUFK WKH EXVLQHVV DOLJQPHQW RI FORXG FRPSXWLQJ , GHFLGHG WR GR D ILHOG
VWXG\ 7KH VHOHFWHG FRPSDQ\ LV D VPDOO +XQJDULDQ VRIWZDUH GHYHORSPHQW /WG ZKLFK LV
XVLQJSXEOLFFORXGVHUYLFHVLQWHQVLYHO\$FWXDOO\WKHLUZKROHEXVLQHVVSURFHVVLVEDVHGRQ
FORXGVHUYLFHVIRUFRPSDQ\HPDLOWKH\DUHXVLQJ*PDLODW:RUNIRUGDWDVWRUDJH*RRJOH
'RFV DQG GHYHORSPHQW UHODWHG VHUYHUV DUH LQ 0LFURVRIW $]XUH 7KH\ DOVR KDYH DQ H
%XVLQHVVVHUYLFHZKLFKLVGHYHORSHGDQGUXQE\WKHPDOVRLQWKHFORXG

*HQHUDOVFRSH

)LVWZHVWDWHDJHQHUDO UHVHDUFKTXHVWLRQ ³'RHV WKHXVDJHRIFORXGVHUYLFHV ILW WKH ULVN
DSSHWLWHRIWKHFRPSDQ\"´
, KDYH FRQGXFWHG D ULVN DVVHVVPHQW ZLWK WKH DERYH PHQWLRQHG ,62,(& EDVHG
0(+$5,PHWKRGZLWKWKHXVDJHRIWKH0(+$5,5LVNWRRO7KHVFRSHRIWKHDVVHVVPHQW
KDVEHHQVHWWRDQDUURZRQHDVGHVFULEHGEHORZ

,QFOXGHGIXQFWLRQ
x 6Z'HYHO)XQFWLRQWKHPDLQEXVLQHVVIXQFWLRQRIWKHFRPSDQ\
,QSXWV
x ,QSXW5HVRXUFHV,QSXWVRI6Z'HYHO)XQFWLRQ
2XWSXWV 
x 2XWSXW5HVRXUFHVRXWSXWVRI6Z'HYHO)XQFWLRQ
%XLOGLQJV
x 6HUYLFH/RFDWLRQ ,Q WKH RQSUHPLVHV FDVH WKHPDLQ DGGUHVV LQ WKH FORXG FDVH D
*RRJOHVHUYHUIDUP
+DUGZDUH
x 6HUYHUV ,QWKHRQSUHPLVHVFDVHVRPHEODGHVLQDUDFN LQWKHFORXGFDVHYLUWXDO
DSSOLDQFHVRUKRVWPDFKLQHVGHSHQGVRQWKHTXHVWLRQ
1HWZRUN
x 6HUYLFH1HWZRUNWKHQHWZRUNFRQQHFWLQJWKHVHUYHUVDQGWKHXVHUV
0HGLD
x 1HWZRUN6WRUDJH ,Q WKHRQSUHPLVHVFDVH5$,'6$1 LQD UDFN LQ WKHFORXGFDVH
YLUWXDOVWRUDJHRUSK\VLFDOKDUGGULYHVGHSHQGVRQWKHTXHVWLRQ
6RIWZDUH
x 6Z6HUYLFHV ,Q WKH RQSUHPLVHV FDVH LQWHUQDO VHUYLFHV FKDQJH PDQDJHPHQW
GHYHORSPHQWVXSSRUWLQWUDQHWLQWKHFORXGFDVHLQWHUQDODQGSXEOLFVHUYLFHV
 

$IWHUVHWWLQJXSRIWKHVFRSHDQGSULPDU\FODVVLILFDWLRQDTXHVWLRQQDLUHLVJHQHUDWHGZKLFK
LVSDJHVORQJMXVWEHFDXVHZHVHOHFWHGDVPDOOVFRSHVRDSSUR[LPDWHO\LQGLYLGXDO
TXHVWLRQVZHUHDQVZHUHGWZRWLPHVEHFDXVHWKHRQSUHPLVHVDQGWKHFORXGEDVHGZHUH
WZRGLIIHUHQWDVVHVVPHQWV7KHIRUPDOLQWHUYLHZVZHUHFRQGXFWHGLQ0DUFKDQG-XO\
 LQ DQ ,62,(&  DXGLW DQG WKH UHPDLQLQJ TXHVWLRQV ZHUH DQVZHUHG LQ DQ
LQWHUYLHZLQ)HEUXDU\6RPHVDPSOHTXHVWLRQVDUHLQFOXGHGLQ)LJXUH




)LJXUH([DPSOHTXHVWLRQV
$V VRRQ DV DOO WKH TXHVWLRQVZHUH DQVZHUHG0(+$5,5LVNJHQHUDWHVD  SDJHV ORQJ
UHSRUW 7KH UHSRUW LQFOXGHV FDOFXODWLRQV DV GHILQHG LQ WKH0(+$5,PHWKRGZLWK WKH ULVN

UHGXFWLRQ IDFWRUV DV VHHQ LQ WKH WDEOH EHORZ 7KHPRVW RI WKH UHSRUW LV QRW LQWHQGHG IRU
PDQDJHPHQWXVHEHFDXVHWKHFDOFXODWLRQVDUHUDZWDEOHVVRLWKDUGWRXQGHUVWDQGZLWKRXW
WKHNQRZOHGJHRIWKHPHWKRGLWVHOI
 


)DFWRU 'HVFULSWLRQ
6(5,2861(66 5LVNVHULRXVQHVVIRUVSHFLILFVFHQDULR
67$786',66 (IIHFWLYHQHVVRIGLVVXDVLYHPHDVXUHV
67$786(;32 1DWXUDOH[SRVXUH
67$786, ,PSDFWGHSHQGVRQPD[LPXPFRQVHTXHQFHVDQGLPSDFWUHGXFWLRQIDFWRUV
67$7863

3RWHQWLDOLW\RIHYHQWGHVFULEHGE\ULVNVFHQDULRGHSHQGVRQQDWXUDOH[SRVXUH
DQGHIIHFWLYHQHVVRIPHDVXUHV

67$7863$// (IIHFWLYHQHVVRISDOOLDWLYHPHDVXUHV
67$78635(9 (IIHFWLYHQHVVRISUHYHQWLYHPHDVXUHV
67$7863527 (IIHFWLYHQHVVRISURWHFWLYHPHDVXUHV
67$7865(&83(IIHFWLYHQHVVRIUHFXSHUDWLYHPHDVXUHV
67$7865, ,PSDFWUHGXFWLRQFDOFXODWHGIURP35273$//5(&2


)LJXUH([DPSOHFDOFXODWLRQV


$WWKHHQGRIWKHUHSRUWZHILQGWZRUDGDUGLDJUDPVZKLFKVKRZWKHILQGLQJV,Q)LJXUH
DQG)LJXUH,VKRZWKHµ5LVNVHULRXVQHVVIRUVHOHFWHGFDXVHV¶UDGDUGLDJUDPVIRUWKHRQ
SUHPLVHVDQGWKHFORXGEDVHGVHUYLFHVQH[WWRHDFKRWKHU'HVFULSWLRQEHORZWKHGLDJUDPV
LVWKHVDPHIRUERWK,QWKHWDEOHWKHEROGURZVVKRZVWKHGLIIHUHQFHV


 )LJXUH 5LVN VHULRXVQHVV IRU VHOHFWHG
FDXVHVRQSUHPLVHV

 )LJXUH 5LVN VHULRXVQHVV IRU VHOHFWHG
FDXVHVFORXGVHUYLFH

&DXVH &DXVHGHVFULSWLRQ
& 7KHIWRIZULWWHQRUSULQWHGGRFXPHQWV
& $FFLGHQWDOFUDVKRIDGLVNGULYH
& $EVHQFHRISHUVRQQHO
& /RVVRIGRFXPHQWVE\DFFLGHQW
& 'DWDHUDVHGE\DORJLFDOERPE
& $FFHVVDQGFRQVXOWDWLRQRIV\VWHPGDWD
& 7KHIWRIGDWDPHGLD
& $FFLGHQWDOHUDVXUHRIVRIWZDUH
& 7UDQVLHQWLQIRUPDWLRQSLFNXS
& $FFLGHQWDOORVVRIILOHV
& 7KHIWRUHUDVXUHRIUHPRYDEOHPHGLD
& 0HGLDHUDVHGE\YLUXV
& $FFLGHQWRUIDLOXUHRIRQHRUVHYHUDOKDUGZDUHUHVRXUFHV
& &RPSOHWHXQDYDLODELOLW\RISUHPLVHV
& 'LYHUVLRQRIWHPSRUDU\LQIRUPDWLRQFUHDWHGE\WKHV\VWHPV
& $FFHVVWRILOHVHUYHUVDQGFRS\RIRIILFHUHODWHGILOHV
& 'HOLEHUDWHHUDVXUHRIPHGLD
& 0DLQWHQDQFHXQDYDLODEOH
& 'LYHUVLRQRILQIRUPDWLRQGXULQJWUDQVPLVVLRQ

 

:HVHHWKDWWKHUHDUHWKUHHFKDQJHV
x &'LYHUVLRQRIWHPSRUDU\LQIRUPDWLRQFUHDWHGE\WKHV\VWHPVWKLVLVPXFKKLJKHU
LQWKHFDVHRIDFORXGEDVHGV\VWHP7KLVVKRXOGEHEHFDXVHRIWKHODFNRIORJJLQJ
DQG DXGLW SRVVLELOLWLHV KRZHYHU WKH PDJQLWXGH RI WKH FKDQJH VHHPV WR EH QRW
SURSRUWLRQDO
x &$FFHVVDQGFRQVXOWDWLRQRIV\VWHPGDWDWKLVLVVOLJKWO\KLJKHULQWKHFDVHRID
FORXGEDVHG V\VWHP 7KLV LV EHFDXVH ZH GRQ¶W KDYH HQRXJK FRQWURO RYHU WKH
V\VWHPDQGHVSHFLDOO\WKHK\SHUYLVRU
x &0DLQWHQDQFH XQDYDLODEOH WKLV LV VOLJKWO\ ORZHU LQ WKH FDVH RI D FORXGEDVHG
V\VWHP7KLV LVEHFDXVH WKHSRRORI ,7HQJLQHHUVSUHVHQWDW WKHSURYLGHUDQG WKH
YHU\KLJKOHYHORIPDLQWHQDQFHFRQWUDFWVDQGVSDUHSDUWV

,Q WKH QH[W GLDJUDP FDOOHG µ5LVN VHULRXVQHVV IRU VHOHFWHG VFHQDULRV¶ZH VHH ILYHPDMRU
VFHQDULRV7KHRQSUHPLVHVDQGFORXGEDVHGGLDJUDPVDUHDJDLQQH[WWRHDFKRWKHUZLWK
WKHFRPPRQWDEOH



 )LJXUH 5LVN VHULRXVQHVV IRU VHOHFWHG
VFHQDULRVRQSUHPLVHV

 )LJXUH 5LVN VHULRXVQHVV IRU VHOHFWHG
VFHQDULRVFORXGVHUYLFH

6FHQDULR 6FHQDULRGHVFULSWLRQ
6 /RVVRIGDWDILOHVRUGRFXPHQWV
6 6RIWZDUHGHVWUXFWLRQ
6 'LVFORVXUHRIGDWDRULQIRUPDWLRQ
6 7HPSRUDU\XQDYDLODELOLW\RIUHVRXUFHV
6 'LYHUVLRQRIGDWDILOHV

7KHFKDQJHGVFHQDULRVDUHDJDLQZLWKEROG7KHVHDUHWKHIROORZLQJ

x 6'LVFORVXUHRIGDWDRU LQIRUPDWLRQ WKLV LVVOLJKWO\KLJKHU LQ WKHFDVHRIDFORXG
EDVHGV\VWHP7KLVLVEHFDXVHRIWKHODFNRIDXGLWLQJSRVVLELOLWLHV
x 6 7HPSRUDU\ XQDYDLODELOLW\ RI UHVRXUFHV WKLV LV VOLJKWO\ ORZHU LQ WKH FDVH RI D
FORXGEDVHGV\VWHP7KLVLVEHFDXVHKLJKHUUHGXQGDQF\DQGUHVLOLHQFHRIV\VWHPV

,I WKH ULVN DQDO\VLV VRIWZDUH LV QRW SUHSDUHG IRU QHZ HOHPHQW DQG QHZ WKUHDWV WKH ULVN
PDQDJHU KDYH WR GHDO ZLWK WKHP )RU H[DPSOH WKH 0(+$5,5LVN VRIWZDUH GLG QRW IXOO\
FRQWDLQHGWKHK\SHUYLVRUDQGRWKHUFORXGUHODWHGHOHPHQWVMXVWLQRQHTXHVWLRQDQGIDLOXUH
RIVHSDUDWLRQDVDWKUHDWWKHUHIRUHWKHSURIHVVLRQDOMXGJHPHQWRIWKHH[SHUWLVUHTXLUHGWR
DGDSWWKHDQVZHUVDQGLQWHUSUHWWKHUHVXOWVFRUUHFWO\

(%XVLQHVVVHUYLFH

/HW¶V DQDO\VH D GLIIHUHQW VFHQDULR ZKLFK ZDV DOVR KLGGHQ LQVLGH WKH DERYH PHQWLRQHG
VFHQDULR,QFRQWUDVWWRWKHJHQHUDOVFRSHEDVHGFDVHDERYHOHW¶VGHDOZLWKWKHFRPSDQ\¶V
H%XVLQHVVVROXWLRQ/HW¶VWLJKWHQWKHUHVHDUFKTXHVWLRQ³'RHVWKHXVDJHRIFORXGVHUYLFHV
IRUWKHH%XVLQHVVVHUYLFHILWWKHULVNDSSHWLWHRIWKHFRPSDQ\"´
1RZZHKDYHPXFKGHILQLWHUHTXLUHPHQWV,QWKHFDVHRIFDUGSD\PHQWVWKHH%XVLQHVVRU
ZHEVKRSSURYLGHUPXVWREH\3&,'665HJDUGOHVVRI LWKDVWREHDXGLWHGRUMXVWDVHOI
DVVHVVPHQW KDV WR EHPDGH WKH SD\PHQW VROXWLRQ SURYLGHUV UHTXLUH FRPSOLDQFH WR 3&,
'66 :H DUH OXFN\ LQ WKLV FDVH EHFDXVH ZH KDYH IHZ GLUHFW UHTXLUHPHQWV DV OLVWHG
EHORZ

5HTXLUHPHQWV 7HVWLQJ3URFHGXUHV *XLGDQFH
$3URWHFWHDFKHQWLW\¶VWKDWLV
PHUFKDQWVHUYLFHSURYLGHURURWKHU
HQWLW\KRVWHGHQYLURQPHQWDQGGDWD
SHU$WKURXJK$
$KRVWLQJSURYLGHUPXVWIXOILOWKHVH
UHTXLUHPHQWVDVZHOODVDOORWKHU
UHOHYDQWVHFWLRQVRIWKH3&,'66
1RWH(YHQWKRXJKDKRVWLQJSURYLGHU
PD\PHHWWKHVHUHTXLUHPHQWVWKH
FRPSOLDQFHRIWKHHQWLW\WKDWXVHVWKH
KRVWLQJSURYLGHULVQRWJXDUDQWHHG
(DFKHQWLW\PXVWFRPSO\ZLWKWKH3&,
'66DQGYDOLGDWHFRPSOLDQFHDV
DSSOLFDEOH
$6SHFLILFDOO\IRUD3&,'66
DVVHVVPHQWRIDVKDUHGKRVWLQJSURYLGHU
WRYHULI\WKDWVKDUHGKRVWLQJSURYLGHUV
SURWHFWHQWLWLHV¶PHUFKDQWVDQGVHUYLFH
SURYLGHUVKRVWHGHQYLURQPHQWDQGGDWD
VHOHFWDVDPSOHRIVHUYHUV0LFURVRIW
:LQGRZVDQG8QL[/LQX[DFURVVD
UHSUHVHQWDWLYHVDPSOHRIKRVWHG
PHUFKDQWVDQGVHUYLFHSURYLGHUVDQG
SHUIRUP$WKURXJK$EHORZ
$SSHQGL[$RI3&,'66
LVLQWHQGHGIRUVKDUHG
KRVWLQJSURYLGHUVZKR
ZLVKWRSURYLGHWKHLU
PHUFKDQWDQGRU
VHUYLFHSURYLGHU
FXVWRPHUVZLWKD3&,
'66FRPSOLDQWKRVWLQJ
HQYLURQPHQW
 
3&,'66Y$SSHQGL[$S

$(QVXUHWKDWHDFKHQWLW\RQO\UXQV
SURFHVVHVWKDWKDYHDFFHVVWRWKDW
HQWLW\¶VFDUGKROGHUGDWDHQYLURQPHQW
$,IDVKDUHGKRVWLQJSURYLGHUDOORZV
HQWLWLHVIRUH[DPSOHPHUFKDQWVRU
VHUYLFHSURYLGHUVWRUXQWKHLURZQ
DSSOLFDWLRQVYHULI\WKHVHDSSOLFDWLRQ
SURFHVVHVUXQXVLQJWKHXQLTXH,'RIWKH
HQWLW\)RUH[DPSOH
x 1RHQWLW\RQWKHV\VWHPFDQXVH
DVKDUHGZHEVHUYHUXVHU,'
x $OO&*,VFULSWVXVHGE\DQHQWLW\
PXVWEHFUHDWHGDQGUXQDVWKH
HQWLW\¶VXQLTXHXVHU,'
,IDPHUFKDQWRUVHUYLFH
SURYLGHULVDOORZHGWR
UXQWKHLURZQ
DSSOLFDWLRQVRQWKH
VKDUHGVHUYHUWKHVH
VKRXOGUXQZLWKWKH
XVHU,'RIWKHPHUFKDQW
RUVHUYLFHSURYLGHU
UDWKHUWKDQDVD
SULYLOHJHGXVHU
$5HVWULFWHDFKHQWLW\¶VDFFHVVDQG
SULYLOHJHVWRLWVRZQFDUGKROGHUGDWD
HQYLURQPHQWRQO\
$D9HULI\WKHXVHU,'RIDQ\
DSSOLFDWLRQSURFHVVLVQRWDSULYLOHJHG
XVHUURRWDGPLQ
$E9HULI\HDFKHQWLW\PHUFKDQW
VHUYLFHSURYLGHUKDVUHDGZULWHRU
H[HFXWHSHUPLVVLRQVRQO\IRUILOHVDQG
GLUHFWRULHVLWRZQVRUIRUQHFHVVDU\
V\VWHPILOHVUHVWULFWHGYLDILOHV\VWHP
SHUPLVVLRQVDFFHVVFRQWUROOLVWVFKURRW
MDLOVKHOOHWF
,PSRUWDQW$QHQWLW\¶VILOHVPD\QRWEH
VKDUHGE\JURXS
$F9HULI\WKDWDQHQWLW\¶VXVHUVGRQRW
KDYHZULWHDFFHVVWRVKDUHGV\VWHP
ELQDULHV
$G9HULI\WKDWYLHZLQJRIORJHQWULHV
LVUHVWULFWHGWRWKHRZQLQJHQWLW\
$H7RHQVXUHHDFKHQWLW\FDQQRW
PRQRSROL]HVHUYHUUHVRXUFHVWRH[SORLW
YXOQHUDELOLWLHVIRUH[DPSOHHUURUUDFH
DQGUHVWDUWFRQGLWLRQVUHVXOWLQJLQIRU
H[DPSOHEXIIHURYHUIORZVYHULI\
UHVWULFWLRQVDUHLQSODFHIRUWKHXVHRI
WKHVHV\VWHPUHVRXUFHV
x 'LVNVSDFH
x %DQGZLGWK
x 0HPRU\
x &38
7RHQVXUHWKDWDFFHVV
DQGSULYLOHJHVDUH
UHVWULFWHGVXFKWKDW
HDFKPHUFKDQWRU
VHUYLFHSURYLGHUKDV
DFFHVVRQO\WRWKHLU
RZQHQYLURQPHQW
FRQVLGHUWKHIROORZLQJ
3ULYLOHJHVRIWKH
PHUFKDQW¶VRUVHUYLFH
SURYLGHU¶VZHEVHUYHU
XVHU,'
3HUPLVVLRQVJUDQWHG
WRUHDGZULWHDQG
H[HFXWHILOHV
3HUPLVVLRQVJUDQWHG
WRZULWHWRV\VWHP
ELQDULHV
3HUPLVVLRQVJUDQWHG
WRPHUFKDQW¶VDQG
VHUYLFHSURYLGHU¶VORJ
ILOHVDQG
&RQWUROVWRHQVXUH
RQHPHUFKDQWRU
VHUYLFHSURYLGHUFDQQRW
PRQRSROL]HV\VWHP
UHVRXUFHV

$(QVXUHORJJLQJDQGDXGLWWUDLOV
DUHHQDEOHGDQGXQLTXHWRHDFKHQWLW\¶V
FDUGKROGHUGDWDHQYLURQPHQWDQG
FRQVLVWHQWZLWK3&,'665HTXLUHPHQW

$9HULI\WKHVKDUHGKRVWLQJSURYLGHU
KDVHQDEOHGORJJLQJDVIROORZVIRUHDFK
PHUFKDQWDQGVHUYLFHSURYLGHU
HQYLURQPHQW
x /RJVDUHHQDEOHGIRUFRPPRQ
WKLUGSDUW\DSSOLFDWLRQV
x /RJVDUHDFWLYHE\GHIDXOW
x /RJVDUHDYDLODEOHIRUUHYLHZE\
WKHRZQLQJHQWLW\
x /RJORFDWLRQVDUHFOHDUO\
FRPPXQLFDWHGWRWKHRZQLQJ
HQWLW\
/RJVVKRXOGEH
DYDLODEOHLQDVKDUHG
KRVWLQJHQYLURQPHQWVR
WKHPHUFKDQWVDQG
VHUYLFHSURYLGHUVKDYH
DFFHVVWRDQGFDQ
UHYLHZORJVVSHFLILFWR
WKHLUFDUGKROGHUGDWD
HQYLURQPHQW
$(QDEOHSURFHVVHVWRSURYLGHIRU
WLPHO\IRUHQVLFLQYHVWLJDWLRQLQWKH
HYHQWRIDFRPSURPLVHWRDQ\KRVWHG
PHUFKDQWRUVHUYLFHSURYLGHU
$9HULI\WKHVKDUHGKRVWLQJSURYLGHU
KDVZULWWHQSROLFLHVWKDWSURYLGHIRUD
WLPHO\IRUHQVLFVLQYHVWLJDWLRQRIUHODWHG
VHUYHUVLQWKHHYHQWRIDFRPSURPLVH
6KDUHGKRVWLQJ
SURYLGHUVPXVWKDYH
SURFHVVHVWRSURYLGH
TXLFNDQGHDV\
UHVSRQVHLQWKHHYHQW
WKDWDIRUHQVLF
LQYHVWLJDWLRQLVQHHGHG
IRUDFRPSURPLVH
GRZQWRWKHDSSURSULDWH
OHYHORIGHWDLOVRWKDWDQ
LQGLYLGXDOPHUFKDQW¶VRU
VHUYLFHSURYLGHU¶V
GHWDLOVDUHDYDLODEOH


7KHVH UHTXLUHPHQWV DUH WKH ³$GGLWLRQDO 3&, '66 5HTXLUHPHQWV IRU 6KDUHG +RVWLQJ
3URYLGHUV´DVWKHWLWOHRIWKH$QQH[VWDWHV,QDQH%XVLQHVVFDVHWKLVLVWKHFORXGVHUYLFH
SURYLGHULWVHOI$OOWKHDERYHOD\HUVZKLFKGHSHQGRQWKHVHUYLFHPRGHO;DD6DUHWUHDWHG
E\WKHFRUHSDUWRIWKH3&,'66DQGEHORQJWRWKHXVHURUVHUYLFHSURYLGHU,IZHZRXOGOLNH
WRGRDULVNDVVHVVPHQWRQRXURZQZHFDQGRWKHIROORZLQJ

5HTXLUHPHQWV 5HVXOW 5HDVRQ
$(QVXUHWKDWHDFKHQWLW\RQO\
UXQVSURFHVVHVWKDWKDYHDFFHVVWR
WKDWHQWLW\¶VFDUGKROGHUGDWD
HQYLURQPHQW
 2QO\WKHHQWLW\¶VFDUGKROGHUGDWDHQYLURQPHQWFDQEH
DQDO\VHG
$5HVWULFWHDFKHQWLW\¶VDFFHVV
DQGSULYLOHJHVWRLWVRZQFDUGKROGHU
GDWDHQYLURQPHQWRQO\
 $D2QO\WKHFXUUHQWXVHUV¶DSSOLFDWLRQVDQGSURFHVVHV
FDQEHHYDOXDWHG
$E)LOHV\VWHPSHUPLVVLRQVFDQEHHYDOXDWHGRQO\DW
WKHFXUUHQWXVHU¶VGULYHVSDFH
$F7KLVFDQEHWHVWHGLQGLUHFWO\EXWWKH$&/OLVWVFDQ¶W
EHDFFHVVHG
$G8QDXWKRULVHGYLHZLQJRIORJVFDQEHWHVWHGLQGLUHFWO\
RQO\
$H9XOQHUDELOLWLHVFDQEHWHVWHGLQEODFNER[PDQQHU
EXWQHHGVSUHYLRXVDXWKRULVDWLRQ
$(QVXUHORJJLQJDQGDXGLW
WUDLOVDUHHQDEOHGDQGXQLTXHWR
HDFKHQWLW\¶VFDUGKROGHUGDWD
HQYLURQPHQWDQGFRQVLVWHQWZLWK
3&,'665HTXLUHPHQW
 $YDLODEOHLQ*RRJOH$SSVIRU%XVLQHVVVLQFH0DUFK

$(QDEOHSURFHVVHVWRSURYLGH
IRUWLPHO\IRUHQVLFLQYHVWLJDWLRQLQ
WKHHYHQWRIDFRPSURPLVHWRDQ\
KRVWHGPHUFKDQWRUVHUYLFH
SURYLGHU
 )RUHQVLFLQYHVWLJDWLRQLVQRWDOORZHGIRUWKHHQGXVHU

:KHUH5HVXOWILHOGVKRZVWKHIROORZLQJ
SURYDEOHIDFW
SDUWO\SURYDEOHSDUWO\EDVHGRQDVVXPSWLRQV
QRWSURYDEOH

7KH OHYHORI IXOOFRPSOLDQFH LVDFKLHYHG LIDOOQXPEHUVDUH:KHQWKHUH LVDQ\QXPEHU
ZKLFK LVVPDOOHU WKHQ WKH IXOOFRPSOLDQFH LVFDQQRWEHVWDWHG WKXV WKH3&,'66DXGLW
ZRXOGIDLO,QWKLVFDVHJHQHUDOO\ZHDUHQRWDOORZHGWRDFFHSWWKHPDLQSD\PHQWFDUGV

$VDUHVXOWRIRXUULVNFRPSOLDQFHOHYHODVVHVVPHQWZHFDQVWDWHWKDWWKHVHFXULW\ULVNVRI
XVLQJDFORXGVHUYLFHFDQQRWEHSUHFLVHO\HYDOXDWHGIURPWKHXVHU¶VSHUVSHFWLYHWKXVWKH
FRPSOLDQFHOHYHOFDQQRWEHDVVHVVHGRQRXURZQ

 
 KWWSJRRJOHDSSVXSGDWHVEORJVSRWKXVHDUFKJPDLOORJVLQDGPLQLVWUDWRUKWPO
>@

+RZHYHUDFFRUGLQJWRWKH*RRJOH&ORXG3ODWIRUP%ORJ*RRJOH&ORXG3ODWIRUPDFKLHYHG
3&,'66FHUWLILFDWLRQLQWKHHQGRI

,IZHDFFHSWD3&,'6646$DXGLWWKLVSUREOHPLVVROYHG7REHSUHFLVHWKLVLVDQLVVXHRI
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